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[bookmark: _Toc238625616][bookmark: _Toc205798217]General Information
[bookmark: _Toc527342675][bookmark: _Toc528460382][bookmark: _Toc528983990][bookmark: _Toc530755965][bookmark: _Toc238625617][bookmark: _Toc205798218]Background and General Scope of Work
[bookmark: _Toc528460383][bookmark: _Toc528983991][bookmark: _Toc530755966][bookmark: _Toc238625618]The purpose of this Request for Proposal (“RFP”) is to solicit proposals from vendors who are experienced in the implementation of a Register of Wills Case Management System. The Philadelphia County Register of Wills (“ROW”) is an office that offers the residents of Philadelphia the following services:

· Issue marriage licenses and keep marriage records dating back to 1915.
· Probate wills, which proves that they're valid.
· Issue letters of administration when a Philadelphia resident dies without a will.
· Keep records of wills, estate inventories, and related documents.
· Act as an agent for filing and paying inheritance taxes.

The ROW case management system project aims to modernize and streamline the management of probate cases, marriage license applications, and internal departmental functions by replacing the current legacy system with a new, web-based solution. The existing system, which has become outdated and increasingly inefficient, will be upgraded to improve user experience, enhance operational efficiency, and ensure better data security and compliance with modern regulations.

Key Features includes a web-based interface, accessible from any device with an internet connection, allowing users to submit applications, request documents, or track case progress remotely. Automated Workflow Management: Streamlined workflows for handling probate and marriage license processes, reducing manual data entry and increasing operational efficiency. Electronic Document Management: Digitization of paper records with secure storage, electronic signatures, and easy retrieval. Reporting and Analytics: Real-time reporting tools for better decision-making and performance tracking. Self-Service Portal: Public-facing interface for citizens to apply for marriage licenses, request probate information, and check the status of ongoing applications. 

Benefits: Increased Efficiency: Automating routine tasks and digitizing records will significantly reduce administrative overhead and speed up service delivery. Enhanced User Experience: The new system will be more intuitive and user-friendly, resulting in better experience for both internal staff and external users. Reducing reliance on legacy systems will improve scalability for longer shelf life. Improved Compliance and Security: The new system will provide advanced data encryption, audit trails, and compliance with modern legal standards.

Further, the ROW of Philadelphia the “City”)requires the ability to accept customer payments using credit/debit cards, digital wallets and other electronic payments options.

The selected Applicant are expected to provide resources that have the requisite subject matter expertise, skills and ability to effectively meet the following expectations:

· Scope, plan, design, build, configure, test, train, pilot and go live, with a comprehensive e-Pay solution(s) that meets the ROW’s requirements and needs.  Clear communication between the client department, project manager, business analysts, and the service providers is essential and includes:
· Developing a comprehensive solution per the ROW’s requirements 
· Providing services that include:
· Testing and configuration
· Piloting and prototyping
· Go Live Services and Support
·  Project communications to the executive steering committee and project team members (both internal and external) including:
· Status updates
· Emails
· Calls (via phone and Teams)
· Project communications including but not limited to:
· Regularly scheduled status reports and updates
· Meeting Notes
· Presentations
· Risk and Issue logs
· Schedule changes and updates
· Scope changes
· Requirements tracking

No computer hardware or other equipment, and no network or computer installation services (such as cabling or physical installation of equipment) will be purchased under any contract resulting from this Request for Proposals.  The ROW will purchase such equipment and services separately, through its normal procurement process.
[bookmark: _Toc205798219]General Statement of Proposal Requirements
The Case Management System with electronic filing and electronic marriage license processing (“System”) for Philadelphia County Register of Wills (“Court”) should satisfy the following general requirements.

1. The System must provide for electronic management of the entire docket and caseload allowing staff to electronically manage every aspect of the office's cases. The three distinct case types managed under the Register’s jurisdiction are: 
a. Probate
b. Inheritance tax
c. Marriage license
2. The System must contain each case type as its own separate module so management of each process can be performed as separate functions.
3. The System must provide case management for all aspects of probate cases heard by the Register, including but not limited to, estates, and miscellaneous cases with single or multiple parties and any other case type or action under the Register's jurisdiction. 
4. The System must provide the capability to incorporate common Court practices and rules compliant with the County Probate Court Local Rules of Practice and any other governance under PA law that the Court must adhere to.
5. The System must have a user-friendly publicly accessible portal available to individuals that wish to access the Court’s public records. Access to the public records must require the user to register and pay a fee.
6. The System must provide public access to e-filing for probate to be processed wholly electronically, without the requirement of paper filings, except as specified by the Court.
7. The System must provide public access to pre-enrollment for marriage license applications prior to review with the Court for final submission.
8. The System must transmit inheritance tax payment information to the Pennsylvania Department of Revenue – PA File platform adhering to the electronic filing specifications (see Appendix A).
9. The System must be able to migrate all the Court’s current and historical records available within its current probate case management system and marriage license management system into the new System. All Court records must be stored in perpetuity.
10. The System must be configurable as required by the Court, with options for customization if enhancements are necessary. Configuration includes adjusting available system settings to meet any of the criteria contained within this exhibit.

Detailed requirements for the System and/or services sought by this RFP are provided in Appendix A, Detailed Project Requirements.
[bookmark: _Toc238625619][bookmark: _Toc205798220][bookmark: _Toc484850929][bookmark: _Toc527342681][bookmark: _Toc528460387][bookmark: _Toc528983994][bookmark: _Toc530755969]Proposal Submission Date; Anticipated Procurement Schedule
The date for submitting Proposals pursuant to this RFP (the “Submission Date”) is as provided below.  Proposals must be submitted as provided in Section 3.1.5, Proposal Submission Requirements, by the time on the Submission Date indicated below.

	Date
	Activity

	August 12, 2025
	Issue Request for Proposals


	September 15, 2025, at 2:00 PM
(Local Philadelphia Time)
	Mandatory Pre-Proposal Meeting 
Location: Microsoft Team, 


	October  10, 2025, at 2:00 PM
(Local Philadelphia Time)
	Submit questions, requests for clarification, information to Primary Contact, in writing


	November  11, 2025


	Response to Questions Posted

	December  11, 2025, at 5:00 PM
(Local Philadelphia Time)

	Submit Proposals 

	January 05, 2026 – February 18, 2026

	Demo

	May 1, 2026, at 5:00 PM
(Local Philadelphia Time)

	Notice of Intent to Contract


	June 1, 2026
	Project start




These dates are estimates only and the ROW reserves the right, in its sole discretion, to alter this schedule as it deems necessary or appropriate.  Notice of changes in the Pre-Proposal Meeting date/time or location, the due date/time for submission of Applicant questions, and the date/time for Proposal Submission will be posted on the ROW’s website at https://www.phila.gov/documents/register-of-wills-requests-for-proposals-rfps/.  The other dates/times listed may be changed without notice to prospective Applicants.

Applicants to this RFP (each an “Applicant” and collectively “Applicants”) must submit their responses and applications emailed to rowonline@phila.gov on and in accordance with Section 3.1.5, Proposal Submission Requirements.  .  For more information, , e-mailrowonline@phila.gov or call 215-686-6250 . The ROW encourages Applicants to start and complete their applications as early as possible. 
[bookmark: _Toc250924675][bookmark: _Toc250924676][bookmark: _Toc528983995][bookmark: _Toc530755970][bookmark: _Toc238625620][bookmark: _Toc205798221]ROW’s Primary Contact
The name, address, and contact information for the ROW’s Primary Contact for this RFP are as follows:  

Emilio Di Gregorio
Deputy of Government Affairs
Register of Wills | City of Philadelphia
City Hall | Room 180
Philadelphia, PA 19107
Emilio.DiGregorio@phila.gov:

[bookmark: _Toc238625621]All questions, requests for clarification, and requests for additional information regarding this RFP must be submitted in writing by the deadline set forth in Section 1.3. No oral response by any employee or agent of the ROW shall be binding on the ROW or shall, in any way, constitute a commitment by the ROW.  If an Applicant finds any inconsistency or ambiguity in the RFP, the Applicant is requested to notify the ROW by the questions due date set forth in Section 1.3.
[bookmark: _Toc205798222]RESERVED

[bookmark: _Toc238625622][bookmark: _Toc205798223] RFP Requirements and Conditions
[bookmark: _Toc528460390][bookmark: _Toc528983998][bookmark: _Toc530755973][bookmark: _Toc238625623][bookmark: _Toc527342678][bookmark: _Toc205798224]Fixed Price Proposal Required
Cost proposals for the Register of Wills Case Management System  must be “fixed price” proposals.  The proposed price must include all costs that will be incurred for the purchase and implementation of the System, including, but not limited to, costs for the following:  integration and project management; software development; software testing; installation and implementation of software; maintenance for software (including middleware, database, communication, operating system, and other software); maintenance for hardware if required under the RFP; software; training services if required under the RFP; and all other work proposed.  If an Applicant offers options and/or alternates that are not included in the fixed price for the proposed System, the Applicant must provide for each such option/alternate the following information:

· A detailed description of the option/alternate (including, but not limited to, all features and functionality that will be unavailable in the base System if the option/alternate is not purchased);
· A full explanation of the rationale for not incorporating such functionality in the base System;
· Detailed cost information for each option/alternate, in accordance with the cost proposal requirements of the RFP.

[bookmark: _Toc528983999][bookmark: _Toc530755974]The cost proposal must identify, by separate line item, the cost of each item of software, services, and other work to be furnished as part of the System.  The ROW reserves the right, in its sole discretion, to reject without evaluation any Proposal that does not identify each item of the work by line item, and any Proposal that does not provide a fixed price to perform the proposed work (including, but not limited to, proposals to perform the work on a “time and materials” or “cost-plus” basis).
[bookmark: _Toc238625624][bookmark: _Toc205798225]Type of Solution Sought
The ROW seeks to implement a “state of the art” Register of Wills Case Management System , which will satisfy all of the ROW’s current requirements, as specified in this RFP, yet be easy to maintain and easy and inexpensive upgrade and expand to satisfy future needs for additional functionality and/or processing capacity.  The ROW requests that Applicants offer their “best” solutions that will satisfy the requirements set forth in this RFP.  The ROW will consider all solutions of all types, including:  (i) solutions that use “off-the-shelf” software packages, custom software solutions systems, or a combination of “off the shelf” and custom software; and (ii) solutions that use any one or more of the following

[bookmark: _Toc238625625][bookmark: _Toc205798226]Pilot (Proof of Concept) 
The ROW anticipates that the successful Applicant will be required to conduct a limited pilot or “proof of concept” implementation of its proposed solution in order to demonstrate the viability of the solution and its compliance with RFP requirements.  The pilot will be required early in the project, and successful completion of the pilot, or adjustment of the proposed solution and/or implementation plan to address, to the ROW’s satisfaction, any deficiencies revealed by the pilot, will be a condition of the project proceeding beyond the pilot.  

The scope of the pilot will be determined based on the Proposal and final scope of work, but the ROW anticipates that it could extend to:

· at least one ROW case types managed under the Register’s jurisdiction (Marriage license, Probate, Inheritance, tax);
· include all credit/debit card types and digital wallets, and
· successful performance of all system functions in accordance with RFP requirements, for all data generated in a designated period. 

Proposals must describe in detail, as part of the implementation plan required in Appendix B, a pilot implementation that meets these requirements and is in the judgment of the Applicant sufficient to demonstrate the functionality and viability of the recommended solution.  The ROW reserves the right to forego the pilot implementation if, in the ROW’s sole judgment, the solution contained in the successful Proposal and final scope of work does not require a pilot or “proof of concept.”
[bookmark: _Toc238625626][bookmark: _Toc205798227]Maintenance and Support; Warranty; Training; Source Code
[bookmark: _Toc238625627][bookmark: _Toc205798228]Maintenance and Support Services
The Proposal must include a section describing the maintenance and support services to be provided under the contract resulting from the RFP.  A minimum of one (1) year of maintenance/support services, commencing on final acceptance of the System and project by the ROW, must be included in the fixed price cost proposal, with the price identified in a separate line item.  The ROW expects that maintenance and support will be furnished on a “turnkey” basis – i.e. the successful Applicant will itself be contractually responsible for all maintenance and support services for all elements of the System, including but not limited to all software and any data transport services that are required under the contract, and will be the single point of contact for service and support. Applicants are requested to price four additional years of maintenance and support, with the price for each of years two through five identified in a separate line item. The ROW expects that the successful Applicant will guarantee the availability of maintenance and support services for application software, on the foregoing “turnkey” basis, for a minimum of five (5) years from final acceptance of the System.  Proposals must include a description of the proposed services, stating whether the Applicant will comply with the foregoing terms, and describing the Applicants problem resolution procedures – including problem severity classifications, response times and “fix” times for each level of severity, and the escalation procedures (including on-site service) that will apply where resolution is not immediately achieved.
[bookmark: _Toc238625628][bookmark: _Toc205798229]Warranty
The ROW requires a warranty from the successful Applicant that covers the entire System, including all software, other deliverables, design, implementation/integration and other services required under the contract resulting from the RFP and ensures compliance with all specifications, including performance standards, in the contract.  The warranty must be on a “turnkey” basis – i.e. the successful Applicant must itself be contractually responsible for all warranty obligations and must be the single point of contact for service under the warranty.  The warranty period must be a minimum of one (1) year, commencing on final acceptance of the System and project by the ROW.  The price of such a one-year warranty must be included in the fixed price cost proposal, with the price identified in a separate line item.  The ROW strongly prefers a two year or greater warranty period and requests that Applicants price two additional warranty years, with the price for each additional warranty year identified in a separate line item of the cost proposal.  Any premium charged for a warranty year – i.e. any charge in addition to the price for a concurrent year’s maintenance and support services – should be identified in the cost proposal.  For additional terms and conditions regarding the warranty, Applicants are directed to review Article VII of the Provider Agreement for Implementation Services, available on eContractPhilly.
2.4.3 [bookmark: _Toc238625629][bookmark: _Toc205798230]Training
[bookmark: _Hlk69136032]The ROW requires the user training and other training services described in Appendix E, Training Requirements, in accordance with the conditions there provided.  Proposals should describe, and in the Cost Proposal provide line item costs for, the training that the Applicant is capable of providing, the training methodologies and materials to be used, and the Applicant’s experience in furnishing the kinds of training requested.  Proposals should state clearly, in the Requirements Compliance Certification, whether each type of training requested will be offered in accordance with the requirements of Appendix E.
2.4.4 [bookmark: _Toc238625630][bookmark: _Toc205798231]Software Source Code
The ROW expects delivery and ownership of the source code, including complete documentation and specifications, for custom software developed and furnished specifically for the System under any contract resulting from this RFP.  For software that is proprietary to the successful Applicant or to third parties, the ROW expects that source code, including complete documentation and specifications, will be deposited in escrow, at no expense to the ROW and on terms satisfactory to the ROW, with regular updates of the deposited code and documentation to reflect enhancements, upgrades, updates, and corrections to the software.  For additional terms and conditions regarding the software source code, Applicants are directed to review Article X of the Provider Agreement for Implementation Services, available on eContractPhilly.
[bookmark: _Toc238625631][bookmark: _Toc205798232] Responsiveness
Proposals must satisfy all requirements set forth in this RFP.  Any Proposal that does not adhere strictly to RFP requirements may, in the sole discretion of the ROW, be rejected, as not responsive to the RFP, without further consideration.  Proposals will be evaluated, in part, according to whether the Applicant meets the qualifications described in the RFP and submits a Proposal complying with all RFP requirements.  The ROW reserves the right, in its sole discretion, to determine whether any deviation(s) from or exception(s) to RFP requirements make the Proposal non-responsive or otherwise unacceptable such that the Proposal will be rejected without further consideration.
[bookmark: _Toc238625632][bookmark: _Toc205798233]Disclaimer
This RFP and the process it describes are proprietary to the ROW and are for the sole and exclusive benefit of the ROW.  This RFP is not binding on the ROW.  No other party, including any Applicant to this RFP or future Applicant to any RFP that may be issued by the ROW, is intended to be granted any rights hereunder.  Proposals and other materials submitted in response to this RFP, whether written or verbal and including, without limitation, ideas of Proposers elicited in response to the RFP, shall become the sole and absolute property of the ROW upon submission or communication, and the ROW shall have title thereto and unrestricted use thereof.  The ROW shall have the right to disclose the Proposals, materials and any ideas to any person or entity including, employees of the ROW, its consultants and contractors, and authorized agents, as required to carry out this RFP procurement. Any such Proposal, materials, and ideas may be publicly disclosed by the ROW or any authorized agent of the ROW, for any reason the ROW, in its sole discretion, deems appropriate, or pursuant to the Pennsylvania Right To Know Act or other applicable law.  The Proposer acknowledges and agrees that the ROW and its authorized agents shall have the foregoing right of public disclosure notwithstanding any notice or statement by the Proposer (whether made in the Proposal or otherwise) asserting the confidential or proprietary nature of the Proposal or of any materials submitted or ideas elicited in response to the RFP.
[bookmark: _Toc484850982][bookmark: _Toc528460392][bookmark: _Toc528984001][bookmark: _Toc238625633][bookmark: _Toc205798234]Publicity
All publicity (including, but not limited to, news releases, news conferences, and commercial advertising) relating to this RFP and/or the services or products sought by this RFP and/or any contract awarded pursuant to this RFP shall require the prior written approval of the Chief Information Officer, Melissa A. Scott.
[bookmark: _Toc484850983][bookmark: _Toc528460393][bookmark: _Toc528984002][bookmark: _Toc238625634][bookmark: _Toc205798235]Applicants Restricted
No Proposal shall be accepted from, or contract awarded to, any ROW employee or official, or any firm in which a ROW employee or official has a direct or indirect financial interest.  No Applicant may be the prime contractor or prime Applicant for more than one Proposal submitted pursuant to this RFP. Entities that are legally related to each other or to a common entity may not submit separate Proposals as prime contractors or prime Applicants.  Any Proposal may be rejected that, in the ROW's sole judgment, does not comply with these conditions.  Nothing contained in this RFP is intended to preclude a Proposal by a system integrator that proposes to perform the substantive work proposed through subcontractors.
[bookmark: _Toc484850984][bookmark: _Toc528460394][bookmark: _Toc528984003][bookmark: _Toc205798236]Antidiscrimination 
The ROW is committed is to providing equal opportunity for all businesses and to assure that ROW funds are not used, directly or indirectly, to promote, reinforce or perpetuate discriminatory practices. The ROW is committed to fostering an environment in which all businesses are free to participate in business opportunities without the impediments of discrimination and participate in all ROW contracts on an equitable basis
[bookmark: _Toc484850985][bookmark: _Toc528460395][bookmark: _Toc528984004][bookmark: _Toc238625636][bookmark: _Toc205798237]Acceptance of the Terms and Conditions of This RFP
All Proposals submitted are subject to the terms and conditions set forth in this RFP. The Applicant, by submitting its Proposal, expressly acknowledges and agrees to all terms, conditions and requirements contained in this RFP.
[bookmark: _Toc238625637][bookmark: _Toc205798238] Proposal Submission, Evaluation and Selection
[bookmark: _Toc484850987][bookmark: _Toc528460397][bookmark: _Toc528984006][bookmark: _Toc238625638][bookmark: _Toc205798239]General
The ROW reserves the right, in its sole discretion, to reject all Proposals and reissue this RFP at any time prior to execution of a final contract; to require, in any RFP for similar products and/or services that may be issued subsequent to this RFP, terms and conditions that are substantially different from the terms and conditions set forth in this RFP; and/or to cancel this RFP with or without issuing another RFP.
[bookmark: _Toc238625639][bookmark: _Toc205798240] Rights and Options Reserved
The ROW reserves and in its sole discretion may, but shall not be required to, exercise the following rights and options with respect to the Proposal submission, evaluation and selection process under this RFP:

(a) To reject any Proposals if, in the ROW’s sole discretion, the Proposal is incomplete, the Proposal is not responsive to the requirements of this RFP (see “Detailed Project Requirements” in the RFP appendices), the Applicant does not meet the Qualifications set forth in the RFP, or it is otherwise in the ROW’s best interest to do so;
(b) To supplement, amend, substitute or otherwise modify this RFP at any time prior to selection of one or more Applicants for negotiation and to cancel this RFP with or without issuing another RFP;
(c) To accept or reject any or all of the items in any Proposal and award the contract(s) in whole or in part if it is deemed in the ROW’s best interest to do so;
(d) To reject the Proposal of any Applicant that, in the ROW’s sole judgment, has been delinquent or unfaithful in the performance of any contract with the ROW or with others, is financially or technically incapable or is otherwise not a responsible Applicant;
(e) To reject as informal, non-responsive, or otherwise non-compliant with the requirements of this RFP any Proposal which, in the ROW’s sole judgment, is incomplete, is not in conformity with applicable law, is conditioned in any way that is unacceptable to the ROW, deviates from this RFP and its requirements, contains erasures, ambiguities, or alterations, or proposes or requires items of work not called for by this RFP;
(f) To waive any informality, defect, non-responsiveness and/or deviation from this RFP and its requirements that is not, in the ROW’s sole judgment, material to the Proposal;
(g) To permit or reject at the ROW’s sole discretion, amendments (including information inadvertently omitted), modifications, alterations and/or corrections of Proposals by some or all of the Applicants following Proposal submission;
(h) To request that some or all of the Applicants modify Proposals based upon the ROW’s review and evaluation; 
(i) To request additional or clarifying information or more detailed information from any Applicant at any time, before or after Proposal submission, including information inadvertently omitted by the Applicant;
(j) To inspect and otherwise investigate projects performed by the Applicant, whether or not referenced in the Proposal, with or without the consent of or notice to the Applicant;
(k) To conduct such investigations with respect to the financial, technical, and other qualifications of each Applicant as the ROW, in its sole discretion, deems necessary or appropriate; and
(l) To waive and/or amend any of the factors identified in the RFP as pertaining to the Applicant’s qualifications.
[bookmark: _Toc238625640][bookmark: _Toc484850989][bookmark: _Toc205798241]Contract Negotiation and Award 
The ROW reserves and in its sole discretion may, but shall not be required to, exercise the following rights and options with respect to the contract negotiation and award process resulting from this RFP:

The ROW reserves the right to enter into post-submission negotiations and discussions with any one or more Applicants regarding price, scope of services, and/or any other term of their Proposals, and such other contractual terms as the ROW may require, at any time prior to execution of a final contract.  The ROW may, at its sole election, enter into simultaneous, competitive negotiations with multiple Applicants or negotiate with individual Applicants seriatim.  Negotiations with Applicants may result in the enlargement or reduction of the scope of services, or changes in other terms that are material to the RFP and the submitted Proposals.  In such event, the ROW shall not be obligated to inform other Applicants of the changes, or to permit them to revise their Proposals in light thereof, unless the ROW, in its sole discretion, determines that doing so is in the ROW’s best interest.
In the event negotiations with any Applicant(s) are not satisfactory to the ROW, the ROW reserves the right to discontinue such negotiations at any time; to enter into or continue negotiations with other Applicants; to enter into negotiations with firms that did not respond to this RFP and/or to solicit new proposals from firms that did not respond to this RFP, including but not limited to negotiations or proposals for components of the System, if any, that are deleted by the ROW from the successful Proposal or the contract resulting from it.  The ROW reserves the right not to enter into any contract with any Applicant, with or without re-issue of the RFP, if the ROW determines that such is in the ROW’s best interest.
[bookmark: _Toc484850990][bookmark: _Toc528460398][bookmark: _Toc528984007][bookmark: _Toc238625641][bookmark: _Toc205798242]Proposal Evaluation 
Proposals the ROW determines, in its sole discretion, are responsive to the RFP will be reviewed by a selection committee designated by the ROW.  The ROW, in its sole discretion, may require any Applicant to make one or more presentations of its Proposal to the selection committee, in ROW offices, at no cost to the ROW, addressing its ability to satisfy the requirements of this RFP.  The ROW shall not be required, however, to permit any Applicant to make such a demonstration.

Cost to the ROW is a material factor, but not the sole or necessarily the determining factor in Proposal evaluation.  The ROW may, in its sole discretion, award a contract resulting from this RFP to a person or entity other than the responsible and qualified Applicant submitting the lowest price.  The contract will be awarded to the Applicant whose Proposal the ROW determines, in its sole discretion, is the most advantageous to the ROW and in the ROW's best interest.

Proposal evaluation will include evaluation of the Applicant’s qualifications, based on Volume 1 of the Proposal and such other information and investigations as the ROW deems necessary and appropriate; and evaluation of the Applicant’s technical solutions and Cost Proposals as set forth in Volume 2 of the Proposal.  The ROW, in its sole discretion, may, but shall not be required to, reject without further consideration the Proposal of any Applicant that has not demonstrated, in the ROW’s sole judgment, that it satisfies the qualifications criteria provided in the RFP. The ROW reserves the right, in its sole discretion and without notice to Applicants, to modify this evaluation procedure as it may deem to be in the ROW’s interest.

Evaluation factors to be considered by the ROW include, but are not limited to, the following (no particular order of importance, weighting, or other priority is assigned to these factors or reflected by their order in the list):

1) Superior ability or capacity to meet particular requirements of contract and needs of ROW Department and those it serves -
a) Project understanding and soundness of proposed project methodology, including but not limited to the detail and accuracy of the proposed scope and statement of work and implementation plan;
2) Eligibility under Code provisions relating to campaign contributions;
3) Superior prior experience of Applicant and staff -
a) References provided by the Applicant, particularly from projects of similar complexity and scope;
b) Demonstrated ability to provide Services and Deliverables comparable to those requested in this RFP;
4) Superior quality, efficiency and fitness of proposed solution for ROW Department -
a) The impact of the proposed solution on the operations of the using department, and the demonstrated ability of the solution to enhance operational efficiency and effectiveness;
5) Superior skill and reputation, including timeliness and demonstrable results -
a) The Applicant’s financial and technical qualifications to perform the work required by the RFP, as presented in its Proposal and determined by any other investigations conducted or information obtained by the ROW;
b) Commitment and ability to complete the project within the time frame specified in the Proposal;
6) Special benefit to continuing services of incumbent, such as operational difficulties with transition or needs of population being served;
7) Benefit of promoting long-term competitive development and allocation of experience to new or small businesses, including those owned by minority or disabled persons or by women;
8) Lower cost;
9) Administrative and operational efficiency, requiring less ROW oversight and administration;
10) Anticipated long-term cost effectiveness;
11) Meets prequalification requirements as set forth in this RFP; and,
[bookmark: _Toc342311845][bookmark: _Toc342388172][bookmark: _Toc342388300][bookmark: _Toc342388416][bookmark: _Toc238625642][bookmark: _Toc205798243]Site Inspections
The ROW may, at its sole option, inspect the Applicant’s work at one or more sites where the Applicant’s or a proposed subcontractor’s products are installed, or services have been provided.  If a list of such sites is not required elsewhere in this RFP or included in its Proposal, the Applicant will promptly provide such a list upon written request by the ROW.
[bookmark: _Toc484850979][bookmark: _Toc528460408][bookmark: _Toc528984018][bookmark: _Toc238625643][bookmark: _Toc205798244]Prime Contractor Responsibility
All subcontractors will be subject to approval by the ROW.  Prior to contract execution, the successful Applicant will be required to furnish the corporate or company name and the names of the officers and principals of all subcontractors.  Notwithstanding any such approval by the ROW, the successful Applicant shall itself be solely responsible for the performance of all work set forth in any contract resulting from the RFP, and for compliance with the price and other terms provided in the contract.  The successful Applicant shall cause the appropriate provisions of its Proposal and the contract to be inserted in all subcontracts.

The ROW’s consent to or approval of any subcontract or subcontractor Proposed by an Applicant shall not create or purport to create any obligation of the ROW to any such subcontractor, or any form of contractual relationship or relationship of privity between the ROW and the subcontractor.  Any Applicant who obtains such approval or consent of the ROW shall be required to insert a clause so providing in all subcontracts.
[bookmark: _Toc484850977][bookmark: _Toc528460406][bookmark: _Toc528984016][bookmark: _Toc530755977][bookmark: _Toc238625644][bookmark: _Toc205798245]Responsibility for Proposal Costs
[bookmark: _Toc484850978][bookmark: _Toc528460407][bookmark: _Toc528984017]The Applicant shall be solely and fully responsible for all costs associated with the development, preparation, transmittal, and submission of any Proposal or material submitted in response to this RFP.  The ROW may, in its sole discretion, ask selected Applicants to present their Proposal in person to the ROW’s representatives at the ROW’s offices, and the costs of such presentations, as well as the costs of any pilot implementation required by the ROW under Section 2.3, shall be solely the responsibility of the Applicant.  The ROW assumes no contractual or other obligations as a result of the issuance of this RFP, the preparation or submission of a Proposal by an Applicant, the evaluation of Proposals, the Applicant’s conduct of presentations or pilot implementations, or the selection of any Applicant for further negotiations.  There may be no claims whatsoever for reimbursement from the ROW or any of its consultants for such costs.  All costs incurred by the Applicant during the selection process and during negotiations will be solely the responsibility of the Applicant.
[bookmark: _Toc484850980][bookmark: _Toc528460409][bookmark: _Toc528984019][bookmark: _Toc530755978][bookmark: _Toc238625645][bookmark: _Toc205798246]Reserved 
[bookmark: _Toc238625646][bookmark: _Toc205798247]Withdrawal or Modification of Proposals
Applicants may withdraw or modify their Proposals at any time prior to the Proposal Submission Date provided in Section 1.3, Proposal Submission Date; Anticipated Procurement Schedule, by written notice of withdrawal or written submission of the modification, signed in the same manner and by the same persons who signed the Proposal.  Such written notice must be addressed to the ROW Primary Contact as specified in Section 1.4.
[bookmark: _Toc92714278][bookmark: _Toc205798248]Contract Terms and Requirements
The terms and conditions that have been adopted by the ROW for the project(s) described in this RFP may be found in the Provider Agreement for Implementation Services and the General Provisions for Computer and Information Services (collectively, the Contract).A copy of each contract document has been posted on https://www.phila.gov/documents/register-of-wills-requests-for-proposals-rfps/. Applicants are responsible to review all specifications, requirements, terms and conditions, insurance requirements, and other requirements therein. 

To be responsive, Applicants must be prepared to enter into a contract with terms substantially similar to those in the Contract.  An Applicant’s failure to execute a contract substantially the same as the Contract may result in disqualification for future solicitations for this same or similar products/services. The ROW reserves the right, however, to require or negotiate different and/or additional terms and conditions in any final contract resulting from this RFP if, in the sole judgment of the ROW, it is in the best interest of the ROW to do so, without notice to other Applicants and without affording other Applicants any opportunity to revise their proposals based on such different or additional terms. 

Submittal of a proposal is agreement to this condition.  Applicants are to price and submit proposals to reflect all the specifications, requirements, in this RFP and terms and conditions substantially the same as those included in this RFP. Applicants may state for the ROW’s consideration any objections to terms in the Contract in a separate section of the Proposal.  Any such objection must identify the specific section(s) objected to, state the reason(s) for the objection, and propose alternative language or terms.  Terms to which no objection is asserted will be presumed acceptable to the Applicant.  The ROW may, in its sole discretion, evaluate proposals in part according to whether the Applicant so objects, and the number and type of objections asserted.
[bookmark: _Hlt238625615][bookmark: _Hlt325620972][bookmark: _Hlt325618567][bookmark: _Toc92714279][bookmark: _Toc205798249]Document Preparation Fee
The ROW adheres to the requirements of  Chapter 17-700 of The Philadelphia Code, pursuant to which the successful Applicant must generally pay a contract preparation fee.  Regulations promulgated by the City Solicitor currently establish the following schedule of fees for preparation of the initial contract and subsequent amendments, based upon the amounts involved and whether the successful Applicant is a for-profit or nonprofit entity:

	Amount of Contract or Amendment
	For-Profit Fees
	Non-Profit Fees

	
	Contract    Amendment
	Contract       Amendment

	$0-$30,000
	        $50                  $50
	        $50                     $50

	$30,001-$100,000
	      $200                $170
	      $100                     $85 

	$100,001-$500,000
	      $500                $340             
	      $200                   $170 

	$500,001-$1,000,000
	      $900                $520
	      $300                   $260 

	Over $1,000,000
	   $1,500             $1,000
	      $500                   $500            



In its discretion, the Law Department may grant a full or partial waiver of any of the above fees in exceptional cases for good cause shown, such as violation of a grant covenant.  Governmental entities are exempt from the fees.  The Law Department reserves the right to collect up to twice the stated fee if extensive negotiation is required to reach a final contract with the successful Applicant.

[bookmark: _Toc529594357][bookmark: _Toc530755979][bookmark: _Toc238625647][bookmark: _Toc205798250]Proposal Requirements
[bookmark: _Toc528460400][bookmark: _Toc528984009][bookmark: _Toc529594358][bookmark: _Toc530755980][bookmark: _Toc238625648][bookmark: _Toc205798251]Administrative Requirements
Applicants are expected to comply with all administrative requirements provided in this Section 3.1.
[bookmark: _Toc238625649][bookmark: _Toc205798252]Mandatory Disclosures
As part of its application, each Applicant to this RFP will be required to:
 
1) disclose to the ROW all contributions of money or in-kind assistance made by the Applicant during the two years prior to the date upon which proposals to the RFP are due to any candidate for nomination or election to any elective City office or to an Incumbent, or to any political committee or party in the City of Philadelphia, or to any group, committee or association organized in support of any such candidate, office holder, political committee or party in the City of Philadelphia, or

2) certify that no such contributions have been made. 

[bookmark: _Hlk7695297]
[bookmark: _Toc250924707][bookmark: _Toc484850973][bookmark: _Toc528460402][bookmark: _Toc528984011][bookmark: _Toc529594360][bookmark: _Toc238625651][bookmark: _Toc205798253]Transparency in Business Demographic Data Disclosures
Consistent with the requirements of Philadelphia Code Section 17-1402(1)(b)(.4), if the resulting contract is valued at or over $91,000, the Applicant, if awarded, agrees to provide the following information before conformance of the contract:

(a) Applicant’s prior years of experience performing on ROW contracts in any capacity during the five calendar years prior to the date the application must be filed;
(b) “Demographic Data” (race, ethnicity, gender identity, job title, salary range, length of employment, Philadelphia residence, and other categories that may be established by regulation) on all individuals employed by the Applicant and as of the “Report Date” (June 30th immediately preceding the date the application is filed); and
(c) Demographic Data on all individuals serving as board members of the Applicant on the Report Date.

[bookmark: _Pre-Proposal_Meeting][bookmark: _Toc205798254]Mandatory Pre-Proposal Meeting
A Pre-Proposal Meeting to review the requirements of this RFP will be held virtually on Monday, September 15, 2025, starting at 2:00 PM (Local Philadelphia Time). 
Microsoft Team

[bookmark: _Hlk141266891]Attendance at the Pre-Proposal meeting is mandatory, and the ROW reserves the right, in its sole discretion, to reject without evaluation the Proposal of any Applicant that does not attend the meeting.  Applicants are expected to be present for the entire meeting and the ROW reserves the further right, in its sole discretion, to refuse admission to any prospective Applicant arriving more than thirty (30) minutes after the start of the Meeting, and to reject without evaluation any Proposal subsequently submitted by such an Applicant.

The ROW believes that attendance at the Pre-Proposal Meeting is essential for successful participation in this RFP procurement and expects every Applicant to attend.  The ROW reserves the right, in its sole discretion, to reject any Proposal submitted by an Applicant that does not attend the Pre-Proposal Meeting, but may, in its sole discretion, consider such a Proposal if it deems consideration to be in the ROW’s best interest, or determines that the Applicant’s failure to attend was caused by circumstances reasonably beyond the Applicant’s control.
[bookmark: _Toc238625652][bookmark: _Toc484850974][bookmark: _Toc528460403][bookmark: _Toc528984012][bookmark: _Toc529594361][bookmark: _Toc205798255]Addenda to the RFP; Requests for Information; Inconsistencies 
The ROW may, in its sole discretion, issue addenda to this RFP containing responses to questions and requests for information, addressing matters raised at the Pre-Proposal meeting(s), clarifications of the RFP, revisions to the RFP, or any other matters that the ROW deems appropriate.  .

All questions, requests for clarification, and requests for additional information regarding this RFP must be submitted to the ROW’s Primary Contact not later than the deadline set forth in Section 1.3.  All such questions and requests must be submitted in writing, by email, to the ROW’s Primary Contact.  Responses to such questions and requests shall be at the ROW’s sole discretion and nothing in this RFP shall create an obligation on the ROW to respond to the submitting party or at all.  

No oral response by any employee or agent of the ROW shall be binding on the ROW or shall in any way constitute a commitment by the ROW.

[bookmark: _Toc332725665][bookmark: _Toc332728094][bookmark: _Toc332725666][bookmark: _Toc332728095][bookmark: _Toc332725667][bookmark: _Toc332728096][bookmark: _Toc332725668][bookmark: _Toc332728097][bookmark: _Toc332725669][bookmark: _Toc332728098][bookmark: _Toc332725671][bookmark: _Toc332728100][bookmark: _Toc332725673][bookmark: _Toc332728102][bookmark: _Toc332725675][bookmark: _Toc332728104][bookmark: _Toc332725677][bookmark: _Toc332728106][bookmark: _Toc332725679][bookmark: _Toc332728108][bookmark: _Toc332725681][bookmark: _Toc332728110][bookmark: _Toc332725683][bookmark: _Toc332728112][bookmark: _Toc332725685][bookmark: _Toc332728114][bookmark: _Toc332725687][bookmark: _Toc332728116][bookmark: _Toc332725688][bookmark: _Toc332728117][bookmark: _Toc332725689][bookmark: _Toc332728118][bookmark: _Toc332725690][bookmark: _Toc332728119][bookmark: _Toc250924711][bookmark: _Toc484850976][bookmark: _Toc528460405][bookmark: _Toc528984014][bookmark: _Toc529594363][bookmark: _Toc238625654]If an Applicant finds any inconsistency or ambiguity in the RFP or an addendum to the RFP issued by the ROW, the Applicant is requested to notify the ROW in writing by the questions due date as set forth in Section 1.3.
[bookmark: _Toc205798256]Proposals Binding
By submitting its Proposal, the Applicant agrees to be bound by all terms and conditions of its Proposal, including, without limitation, the prices stated therein, for a period of one hundred and eighty (180) days from the Submission Date.  An Applicant’s refusal to enter into a contract that reflects such terms and conditions may, in the ROW’s sole discretion, result in rejection of the Proposal, termination of any negotiations with the Applicant, and/or Applicant’s forfeiture of its Proposal Security, if required by this RFP, as set forth in the “Proposal Security” section of the RFP (included in the RFP if Proposal Security is required).

It shall be the Applicant's responsibility to review and verify the completeness of its Proposal.

Applicants may withdraw or modify their Proposals at any time prior to the Submission Date by written notice of withdrawal or written submission of the modification, signed in the same manner and by the same person(s) who signed the initial Proposal, to the ROW’s Primary Contact.  The ROW reserves the right, at its sole discretion, to permit or require modifications to any Proposal after it is submitted, as set forth in the “Reservation of Rights” sections of the RFP.
[bookmark: _Toc334702035][bookmark: _Toc334702037][bookmark: _Toc484851018][bookmark: _Toc528460546][bookmark: _Toc528984151][bookmark: _Toc529594367][bookmark: _Toc238625657][bookmark: _Toc205798257]Proposal Submission Requirements
Proposals submitted in response to this RFP must be emailed to rowonline@phila.gov, in accordance with the instructions and requirements there posted and by the time and date provided in Section 1.3, Proposal Submission Date; Anticipated Procurement Schedule.  Proposals should include a table of contents listing all sections, figures, and tables and their corresponding page numbers.

Qualifications and Technical/Cost Proposals in Separate Volumes.  Applicants will organize their Proposals into two separate electronic files, referred to herein as Volume 1 and Volume 2. The details for each volume are provided below:

	
· Volume 1 - Qualifications
Volume 1 will set forth the Applicant’s qualifications and must be labeled on the cover with Register of Wills Case Management System Software Proposal, Volume 1 – Vendor Qualifications.”  The required contents of Volume 1 are defined in the “Qualifications of Applicants” section below.

· Volume 2 – Technical Approach and Cost Proposal
Volume 2 will set forth the Applicant’s technical approach and solution for meeting the requirements of the RFP, and its cost Proposal, and must be labeled on the cover with Register of Wills Case Management System Software Proposal, Volume 2 – Technical Approach and Cost Proposal."  The required contents of Volume 2 are defined in the “Technical Approach and Cost Proposal” section below.
[bookmark: _Toc238625658][bookmark: _Toc205798258]Implementation Plan, Statement of Work, Project Schedule and Milestone Payment Schedule
Applicants must submit the following documents (collectively, “Project Documents”) as part of their Proposals, in accordance with the overall structure of the work as set forth in the RFP and the specific format and other requirements provided in Appendix B (if no requirements are provided in Appendix B, Applicants should submit the Project Documents in the form they currently use for work of the type here sought):

(a) an implementation plan for the proposed System and/or services that describes in detail (i) the methods, including controls, by which the Applicant manages projects of the type sought by this RFP; (ii) where software is to be developed, customized, and/or implemented as part of the project, the Applicant’s software development and implementation methodology, including, but not limited to, version control, error correction, pre-delivery testing and de-bugging procedures, and post-installation testing; (iii) and any other project management or implementation strategies or techniques that the Applicant intends to employ in carrying out the work;

(b) a detailed statement of the work to be performed, in a form that the Applicant considers appropriate and sufficient for incorporation in a contract document;

(c) a detailed project schedule, identifying all tasks and deliverables to be performed, durations for each task, principal schedule milestones, and overall time of completion; and

(d) a milestone payment schedule setting forth the frequency and amount of progress payments and identifying the tasks and deliverables (“milestones”) to be completed for each payment.

[bookmark: _Ref483644255][bookmark: _Toc484851011][bookmark: _Toc528460549][bookmark: _Toc528984154][bookmark: _Toc529594368][bookmark: _Toc530755981]Proposals will be evaluated in part on the adequacy of the proposed Project Documents.  The ROW reserves the right, in its sole discretion, to impose additional or different requirements on any of the Project Documents submitted in any Proposal, without notice to other Applicants.
[bookmark: _Toc238625659][bookmark: _Toc205798259]Proposal Contents
[bookmark: _Toc238625660][bookmark: _Toc205798260]Volume 1 – Qualifications of Applicants
Proposals will be evaluated, in part, on the Applicant’s ability, in the ROW’s sole judgment, to demonstrate technical and financial capacity to perform the work it proposes in accordance with the requirements of this RFP.  Applicants are accordingly required to furnish the information described below.  The ROW reserves the right, in its sole discretion, to require additional or different qualifications information, and is the sole judge of whether the Applicant’s submissions meet the information requirements provided below and are sufficient to demonstrate the Applicant’s qualifications.

Volume 1 of the Proposal should include the following sections, with the information specified for each.

Volume 1, Section 1:  Description of Applicant.  The Applicant shall provide:

(a) Name, street address, mailing address if different, email address, and telephone and facsimile numbers of the Applicant.

(b) Year established (include former firm names and year each applied).  Identify the country and state in which the firm was incorporated or otherwise organized.

(c) Type of ownership and parent company and subsidiaries, if any.  Include dates of any corporate mergers and/or acquisitions including all present and former subsidiaries with dates of any and all re‑structuring since the founding date.

(d) Address and telephone number of production facility(ies) where any of the work is to be accomplished (if different than item a); name, address, and telephone number of the proposed project manager.

(e) A narrative description and organization chart depicting the management of the Applicant’s organization and its relationship to any larger business entity.

(f) A description of the overall operations of the Applicant, the number and scope of other projects currently ongoing or set to begin in the near future. 

(g) A narrative description of Applicant’s familiarity with and prior operating experience in the Philadelphia region.  Specifically identify (i) all projects in the last five years on which Applicant has worked that are valued at over $100,000 and located in the City of Philadelphia, (ii) any contracts valued at over $100,000 entered into with the City of Philadelphia in the last five years; and (iii) any contracts valued at over $100,000 entered into with any other government entity in the last five years (the 30 most recent such contracts shall be sufficient; Applicants may list more than 30).

(h) Provide, at Applicant's option, any additional information not specifically listed above which demonstrates the qualifications of the Applicant to perform the scope of work specified in this RFP.
  
Volume 1, Section 2: Technical Qualifications

(a) The Applicant shall provide information that demonstrates that it possesses the technical expertise that the ROW requires for this RFP.

(b) Applicants should submit references from owners of projects that are comparable in size, complexity and scope of work sought by this RFP.  The references should also demonstrate the Applicant experience with the technology solution proposed.  The histories of such projects that they have completed, firm resumes and resumes of key personnel should also be included as well as other such information believed to demonstrates the indicated types of experience.  All references should include the name, title, telephone number of both the current owner of the project and the owner of the project at time of work effort.  Specific reasons for using the reference must also be provided.

(c) The Applicant must demonstrate adequate experience in the following areas; the ROW prefers a minimum of five years such experience:

(1) Software design, integration, testing and support.
(2) Help desk operations.
(3) Computer-based training development.
(4) Large-scale project management experience.
(5) High availability systems that are mission critical. 
(6) Wireless technology especially development and implementation experience.
(7) Previous installations of Court Management System
(8) Previous experience and installation of municipal, state or federal information systems
(9) Experience in installing and maintaining Oracle-based applications/databases.
(10) Experience in managing transition to the proposed environment.
(11) Experience with the process proposed to implement the solution (either package or build), including demonstrated ability to control peripheral devices (i.e. mobile devices, scanners, etc.).
(12) Architecture and design services.
(13) Installation services.
(14) Experience with the implementation of call centers with 10 or more operators..

(d) Additional experience in the following areas, while not mandatory, is preferred:

Volume 1, Section 3:  Financial Qualifications.  The Applicant shall provide: [All information provided will be considered confidential]

(a) A narrative that demonstrates its financial capacity to undertake and complete the project as proposed and to furnish software systems and/or services in accordance with the RFP;

(b) A current audited statement of financial condition prepared by an independent certified public accountant;

(c) Financial statements for the two (2) years preceding the year to which the statement required in b applies, prepared by an independent certified public accountant;

(d) A bank reference;

(e) A statement disclosing any audits of the Applicant by the federal government;

(f) A statement disclosing any bankruptcy or insolvency proceeding that Applicant has filed or that has been against Applicant pursuant to Chapter 11 or Chapter 7 of the United States Bankruptcy Code, or any applicable state law of comparable effect.

(g) If performance and/or payment bonds are required under the RFP, a notarized letter from an approved surety stating the willingness of the surety to issue the bonds to the Applicant as principal;

(h) A description of contracts with municipalities for work of similar type, scope, and value as the work sought by this RFP; including, for each, the name, address, and telephone number of a contact person;

(i) A copy of the most recent Form 10-K filed by the Applicant with the U.S. Securities and Exchange Commission, and copies of all Form 8-Ks filed since the filing of the most recent 10-K.  If a Form 10-K is not filed with the SEC, submit the following:

· certified audited financial statements for the past three fiscal years including, at a minimum, income statements, balance sheets and statements of changes in financial position; if fewer than three years of financial statements are available, this information should be provided to the fullest extent possible;
· copies of the latest quarterly financial reports;
· a copy of the Applicant’s most recent annual report;

(j) If the Proposal is submitted by a partnership and/or joint venture, provide full information concerning the nature and structure of the partnership and/or joint venture, including:
· What entity will be guaranteeing contract performance?
· Date of joint venture or partnership.
· Does the agreement between members comprising the joint venture make each jointly and severally liable for contractual obligations of this project?

(k) Any other information not specifically itemized above that it believes to be demonstrative of its financial capacity.

	
Volume 1, Section 4:  Local Business Entity or Local Impact Certification. (Optional if applicable to Applicant)

If applicable, Applicant may elect to provide the certification statement in the form of Appendix D as to Applicant’s status as a Local Business Entity or its local impact if awarded the contract.  (See Section 3.5 for more information.)
[bookmark: _Toc528460552][bookmark: _Toc528984157][bookmark: _Toc529594372][bookmark: _Toc530755982][bookmark: _Toc238625661][bookmark: _Toc205798261] Volume 2 – Technical Approach and Cost Proposal
Volume 2 will set forth the Applicant’s technical approach and solution for meeting the requirements of the RFP, and its Cost Proposal.  Volume 2 of the Proposal should be divided into five index-tabbed sections, including the information identified below for each section.  

Volume 2, Section 1: Organization and Management.  The Applicant shall provide the following in Section 1:

(a) Organizational charts addressing the delineation of authority and responsibilities in performing the work described in the Proposal and identifying all key personnel, including, but not limited to, the project manager. 

(b) Company affiliation, job title, and resume of each individual listed in on the organizational chart, setting forth work experience, education, professional achievements, and any publications related to the type of work to be performed.  (The ROW will require that the key people proposed for the project participate in their proposed capacities and the ROW must approve any substitutions or replacements.)

(c) Detailed descriptions of the following:

· The system development methodology as defined in the “Project Approach and Plan” in the RFP Appendices;
· The project management approach as defined in the “Project Approach and Plan” in the RFP Appendices;
· All computer hardware, communications equipment, network equipment, and other equipment required for the software system proposed, with detailed specifications for each;
· A mapping of functional and other requirements to the technology requirements;
· Reasons for selection of hardware and software environment, if applicable; and,
· The proposed pilot (“proof of concept”) implementation, if required by the RFP.

Volume 2, Section 2:  Scope of Work Plan.  Section 2 will provide a detailed description of the Applicant’s plan for completing the work proposed in accordance with the time-of-performance requirements of the RFP.  The plan should include:

(a) The proposed Project Documents, as described in Section 3.2, Implementation Plan, Statement of Work, Project Schedule and Milestone Payment Schedule;

(b) A comprehensive list of tasks required to complete the scope of work proposed, with estimated effort (expressed in persons, identified by skill set, and hours) required for each task;

(c) A detailed written description of how the Applicant intends to accomplish each task;

(d) The name of key personnel identified in Volume 2, Section 1 who will be assigned to complete each task;

(e) The approximate amount of time each day that each of the key personnel identified in Volume 2, Section 1 will spend on the project (e.g. Project Director will spend approximately 25 percent of his/her time during Step 1 of the project);

(f) The items specified in the Appendices to the RFP, to the extent not provided in response to the foregoing;

(g) All assumptions relied upon to develop the work plan and estimate and all conditions for its fulfillment as proposed, with specific emphasis on ROW responsibilities; and

(h) Any other technical or management approach or process that the Applicant will use to ensure that the project plan can be completed as proposed and in accordance with the time-of-performance constraints provided in the RFP.

Volume 2, Section 3:  Technical Proposal.  Section 3 should include detailed information addressing each of the following:

(a) Topology and infrastructure diagrams defining the technology proposed;

(b) The software architecture of the proposed solution (two-tier or three-tier environment, etc.), including detailed justification for the architecture selected and information correlating each software component or tool proposed to the following architecture layers, each of which must be described in detail:

· workflow-processing plan that defines the solution with respect to process definition and workflow API and interchange.
· reporting infrastructure proposed to handle predefined and ad hoc reports.
· archiving and auditing plan to address the business requirements;

(c) Logistical and support plan for deployment of the application;

(d) Outline of ROW resource requirements for supporting the proposed solution;

(e) Outline of the disaster recovery plan for supporting the proposed solution;

(f) Anticipated bandwidth requirements;

(g) Server storage and hardware requirements with associated cost;

(h) Network issues such as latency, coverage issues, time-of-day performance, network congestion, packet size, and other performance factors.

(i) Performance standards for the software system proposed, including, but not limited to, the items identified below, together with any network or other equipment specifications or characteristics, and any assumptions as to number of concurrent users and their levels of access, on which the performance standards are conditioned:

· Server Disk input/output (I/O)
· Transactions Per Minute (TPM)
· Page Swapping
· Response Time
· Throughput
· Performance assumptions
· System Availability expressed in “mean time to failure” and “mean time to repair”
· Bandwidth utilization expressed in bytes per second required by the system under all anticipated load conditions

Volume 2, Section 4: Cost Proposal.  

The Cost Proposal must conform to the requirements provided in Appendix C, Cost Proposal Requirements, and must be submitted on the template.  An example of a completed template section is attached in Appendix C for purposes of illustration only.   

[bookmark: _Hlk67930883]Applicants should note that the ROW is not subject to federal, state, or local sales or use taxes or to federal excise tax.  The cost proposal may not include any such taxes.

Volume 2, Section 5:  Requirements Compliance Certification

[bookmark: _Hlk67928564]Detailed requirements for the System are provided in Appendix A, Detailed Project Requirements.  The Proposal must specify, for each requirement, that the proposed solution and/or services fully satisfies the requirement, does not satisfy the requirement, or partially satisfies the requirement (in which case, the extent of compliance and non-compliance with the requirement must be fully identified and explained, including all features not provided).

Applicants are accordingly required to fill out and submit the Requirements Compliance Matrix attached in Appendix D, Requirements Compliance Certification.  To facilitate responses and the ROW’s review, the ROW will provide an electronic version of the Matrix in Excel.  Each row of this spreadsheet will contain one requirement; columns in the spreadsheet will contain drop down lists with acceptable responses.  The first response column will allow the vendor to select whether the requirement (i) is fully satisfied by the proposed solution, (ii) is partially satisfied, or (iii) is not satisfied at all.  When the value corresponding to either “partially satisfied” or “not satisfied” is selected, the vendor will be directed (and is required) to provide an explanatory response in the next column of the spreadsheet.  The permitted values for the explanatory response column are (iv) the requirement could be fully satisfied with customization of the software, (v) the requirement will be fully satisfied with the next planned release of the software, or (vi) the requirement will not be satisfied by the proposed solution.

Where (iv) is the response, the required customization must be fully described, and any additional cost to the ROW identified.  Where (v) is the response, the release date (i.e. final, ready-for-production release date) must be provided, together with a full description of all features that the software will not provide and all respects in which it will not satisfy the requirement until such release.  Where (vi) is the response, a full description of all features that the software will not provide and all respects in which it will not satisfy the requirement must be provided.  These further explanations are to be provided in text sections identified by entering a reference number in the last column of the spreadsheet, with a separate reference number to the additional text for each requirement.

The completed Matrix attached in the Appendix D must be included with the Proposal materials emailed to rowonline@phila.gov 
[bookmark: _Toc332710115][bookmark: _Toc205798262]Certification of Compliance with Equal Benefits Ordinance
If this RFP is a solicitation for a “Service Contract” as that term is defined in Philadelphia Code Section 17-1901(4), and results in a Service Contract in an amount in excess of $250,000, then, pursuant to Chapter 17-1900 of The Philadelphia Code, the contractor shall, for any of its employees who reside in the ROW, or any of its employees who are non-residents subject to ROW wage tax under Philadelphia Code Section 19-1502(1)(b), be required to extend the same employment benefits contractor extends to spouses of its employees to life partners of such employees, absent a waiver by the ROW under Section 17-1904.  By submission of their Proposals in response to this RFP, all Applicants so acknowledge and certify that, if awarded a Service Contract pursuant to this RFP, they will comply with the provisions of Chapter 17-1900 of The Philadelphia Code and will notify their employees of the employment benefits available to life partners pursuant to Chapter 17-1900.  Following the award of a Service Contract subject to Chapter 17-1400 and prior to execution of the Service Contract by the ROW, the successful Applicant shall certify that its employees have received the required notification of the employment benefits available to life partners and that such employment benefits will actually be available, or that the successful Applicant does not provide employment benefits to the spouses of married employees. The successful Applicant’s failure to comply with the provisions of Chapter 17-1900 or any discrimination or retaliation by the successful Applicant against any employee on account of having claimed a violation of Chapter 17-1900 shall be a material breach of any Service Contract resulting from this RFP.
[bookmark: _Toc205798263]Local Business Entity or Local Impact Certification
Pursuant to Mayoral Executive Order No. 04 -12, the Department will, in the selection of the successful Applicant, consider whether that Applicant has certified that either (1) Applicant meets the criteria stated in Section 17-109(3)(b) of the Philadelphia Code to qualify as a Local Business Entity or (2) in the performance of the resulting contract, Applicant will employ ROW residents, or perform the work in the ROW.  Any Applicant who wishes to demonstrate its eligibility for this consideration shall do so by completing, executing and attaching to its application a completed Local Business Entity or Local Impact Certification, the form of which is attached to this RFP as Exhibit D. The Applicant shall then also include in a separate section of the application, labeled “Local Business Entity or Local Impact Certification,” a statement that the Applicant believes it has met the Local Business Entity or Local Impact criteria “as set forth in the attached Local Business Entity or Local Impact Certification.” The ROW Department shall deem it a positive factor where the Applicant has, in the ROW’s sole discretion, met the Local Business Entity or Local Impact criteria.

The ROW is committed to leveraging its buying power to uplift and grow our local economy, which will result in more jobs for Philadelphians, including local and small, Minority-, Women-, and Disabled-owned businesses. For this reason, the ROW will consider local impact as a significant factor in our proposal evaluation for this contracting opportunity. If you meet the requirements of a certified Local Business Entity (LBE), we strongly recommend that you get certified for free by following the steps found here: 

https://www.phila.gov/services/business-self-employment/bidding-on-a-city-contract/get-certified-as-a-local-business-entity/

Include a copy of your certification with your proposal and/or include a statement about how you envision impacting the local economy through this work. 

For contracts valued at $1 million or more annually, please also detail in your proposal the local impact if you are awarded the contract, by including the following information:

a.	Anticipated quality jobs created or sustained in Philadelphia through the contract;
b.	Anticipated hiring of Philadelphia residents to perform work under the contract; 
c.	Will you open offices in Philadelphia if awarded the contract?;
d.	Are you planning to form a joint-venture or subcontract with any Philadelphia-based entities? If so, please detail those partnerships; and, 
e.	Any other information you deem relevant to demonstrating local impact. 
[bookmark: _Toc205798264]The Philadelphia Tax and Regulatory Status and Clearance Statement

It is the policy of the ROW to ensure that each contractor and subcontractor has all required licenses and permits and is current with respect to the payment of  taxes owed to the City of Philadelphia or other indebtedness owed to the City (including, but not limited to, taxes collected by the City on behalf of the School District of Philadelphia), and is not in violation of other regulatory provisions contained in the Philadelphia Code.  To assist the City, through its Department of Revenue and Department of Licenses and Inspections, in determining this status, each Applicant is required to submit with its proposal the certification statement entitled City of Philadelphia Tax and Regulatory Status and Clearance Statement which is attached to this RFP as Appendix H.

If the Applicant is not in compliance with the City’s tax and regulatory codes, an opportunity will be provided to enter into satisfactory arrangements with the City.  If satisfactory arrangements cannot be made, Applicants will not be eligible for award of the contract contemplated by this RFP.

The selected Applicant will also be required to assist the ROW in obtaining the above information from its proposed subcontractors (if any).  If a proposed subcontractor is not in compliance with City Codes and fails to enter into satisfactory arrangements with the  City, the non-compliant subcontractor will be ineligible to participate in the contract contemplated by this RFP and the selected applicant may find it necessary to replace the non-compliant subcontractor with a compliant subcontractor.  Applicants are advised to take these City policies into consideration when entering into their contractual relationships with proposed subcontractors.

If an Applicant or a proposed subcontractor is not currently in compliance with the City’s tax and regulatory codes, please contact the Revenue Department to make arrangements to come into compliance at 215-686-6600 or revenue@phila.gov.

Applicants need not have a City of Philadelphia Business Income and Receipts Tax Account Number (formerly Business Privilege Tax Account Number) and Commercial Activity License Number (formerly Business Privilege License Number) to respond to this RFP, but will, in most circumstances, be required to obtain one or both if selected for award of the contract contemplated by the RFP.[footnoteRef:1][1]  Applications for a Business Income and Receipts Tax Account Number or a Commercial Activity License[footnoteRef:2][2] may be made on line by visiting the City of Philadelphia Business Services Portal at Portal at https://www.phila.gov/services/business-self-employment/business-taxes/ and clicking on “Get a tax account.”  If you have specific questions, call the Department of Revenue at 215-686-6600 for questions related to City of Philadelphia Business Income and Receipts Tax Account Number or the Department of Licenses and Inspections at 215-686-2490 for questions related to the Commercial Activity License. [1: [1] Applicants that have a Business Privilege Tax Number should use that number, as it is automatically their Commercial Activity License Number, and need not apply for a new Commercial Activity License Number.  Similarly, Applicants with a Business Privilege Tax Account Number should use that number as their Business Income and Receipts Tax Account Number.]  [2: [2] Commercial Activity Licenses are not typically required for non-profit organizations; however, Business Income and Receipts Tax Account Numbers typically are required.] 

[bookmark: _Hlk7695954][bookmark: _Toc484851003][bookmark: _Toc528460428][bookmark: _Toc528984037][bookmark: _Toc530755994][bookmark: _Toc238625687][bookmark: _Toc205798265][bookmark: _Hlk528514]LGBTQ Applicant Opportunity Data
As part of the City’s commitment to diversity, equity and inclusion in all aspects of City procurement, the City is collecting data to identify the number of companies beneficially owned and controlled by Lesbian, Gay, Bisexual, Transgender and Queer persons who wish to do business with the City (collectively, “LGBTQ businesses”).  The data will be used to identify the number of LGBTQ businesses currently doing business with the City. It will also assist in efforts to include LGBTQ certified businesses into the City’s vendor database. 
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APPENDIX A

DETAILED PROJECT REQUIREMENTS

General Requirements

1. Ability for ROW staff to update application status and track cases by status and a reference or docket number
2. Ability for ROW staff to modify/update application details
3. Ability to assign cases to staff
4. Ability for ROW staff to view case history with dates
5. Ability for ROW staff to upload and view related case documents to the application
6. Ability for ROW staff to revoke or remove related case documents to the application
7. Ability for system to flag cases with missing documents
8. Integration with OIT's Imaging platform for secondary permanent record storage of all documents through regular jobs and manual exports
9. Ability for ROW staff to view scheduled events for probate and marriage license on separate calendars, in day, week, and month formats
10. Ability for ROW staff to block off dates and times on the calendar as not schedulable
11. Ability for ROW staff to export calendar events to Outlook
12. Ability for system to automatically notify applicants of scheduled events, case related updates, and due dates via email
13. Ability for system to automatically notify applicants of scheduled events, case related, and due dates updates via SMS text
14. Ability for system to generate documents into formatted Microsoft Word templates for printing purposes
15. Ability for ROW staff to redact sensitive information on documents prior to printing
16. Ability for system to record electronic signature onto the application from the applicants digitally with a click on a document and a pre-generated signature
17. Ability for system to record electronic signature onto the application from the applicants using a physical signature pad
18. Ability for ROW staff to create and edit Register of Wills fee schedule
19. https://www.phila.gov/documents/register-of-wills-fee-schedule/"
20. Ability for ROW staff to create invoices related to each case type using the fee schedule
21. Ability for ROW staff to collect payments for invoices via a cashiering point of sale device, for payment types such as credit card, debit card, and digital wallets
22. Ability for ROW staff to manually enter other payment types collected for invoices (i.e. for checks and money orders) 
23. Ability for ROW staff to view payment status and transactions data, including transaction type and tender type
24. Ability for ROW staff to issue full or partial refunds
25. Ability for system to attach specified financial codes to invoices and payments for reconciliation with City financial systems
26. Migration of all case records and related documents from current system to new system
27. Configurable user permissions and role-based access for viewing and editing data and documents
28. Audit tracking capabilities for user activity within the system
29. Retention of all case records in perpetuity
30. Integration with City of Philadelphia's single sign-on for City employee access
31. User friendly, accessible portal to allow the public to request public records, requiring registration and payment
Probate Module

1. Ability for ROW staff to create a probate case record
2. Ability for ROW staff to manage all aspects of probate cases, including sub-workflows for specific case types (examples: cases with single or multiple parties, pending trials, estates with will, estates without will, foreign fiduciary, estates established before 1970s)
3. Pre-filing form for attorneys to submit a pending probate record
4. Log-in to pre-filing form using an account with Attorney ID from court records database
5. Ability for attorneys to upload documents in the pre-filing form
6. Ability for attorneys to submit electronic payment in the pre-filing form
7. Ability for ROW staff to approve or reject e-filed cases
8. Ability for attorneys to make corrections to rejected e-filed cases and resubmit
9. Ability for ROW staff to manually link related cases and view linked cases
10. Ability for ROW staff to search and filter probate cases
11. Ability for ROW staff to schedule events, such as case hearings, linked to a probate case
12. Ability to cross reference estate values and related inheritance tax values for additional fees

Inheritance Tax

1. Ability for ROW staff to log submitted tax returns with date of receipt and estate details
2. Ability for ROW staff to track payment deadlines for estate tax returns (9 months post date of death)
3. Ability for ROW staff to track payment status of tax returns
4. Ability for ROW staff to track unpaid tax returns past deadline
5. Automated system email notifications before and after deadline
6. Ability for ROW staff to issue official receipt for estate tax return payment
7. Ability for system to process payment and track transaction tied to estate tax returns
8. Ability for system to create daily report of total deposit amount and payment breakdowns (see Excel "IT_County_Collections_electronic_File_Spec_09292024")
9. Ability for system to transmit daily report to PA Department of Revenue's MyPath system for reconciliation
10. Ability for system to create monthly report summarizing payments and deposits complying with PA state's PDF form
11. Ability for system to create a unique Miscellaneous Tax Account Number (MTAN) for tracking non-probate estate taxes
12. Ability for ROW staff to link MTAN to submitted inheritance tax return
13. Ability for ROW staff to upload and view related tax return documents
14. Ability to cross reference estate values and related inheritance tax values for additional fees

Marriage License

1. Ability for ROW staff to enter a marriage license application with information about each of the two applicants including: personal details, contact information, employment information, parental information
2. Publicly accessible pre-enrollment form for the marriage license application
3. Ability for the public to upload documents in the pre-enrollment form
4. Ability for the public to submit electronic payment in the pre-enrollment form
5. Ability for ROW staff to schedule events, such as weddings, linked to a license application
6. Ability for ROW staff to search and filter applications and issued licenses
7. Reporting that quantifies the number of applications, marriage licenses issued, marriages recorded

Transaction Security 

The successful Applicant(s) shall adhere to the following security protocols:

1. Payment Card Industry Data Security Standard PCI-DSS compliance.
2. Security precautions, and security measures to safeguard against intrusions and hacking. Including security certifications, encryption protocols and standards, Bit rate and the expiration date of any Secure Sockets Layer (SSL) certificates, and any other security measures the Applicant currently has in place.
3. Fraud protection services to identify and protect the City from fraudulent attacks.

Reporting 

The successful Applicant(s) shall offer the following reporting capabilities:

1. Provide daily transactions and reporting files in the form of Excel Reports for each application’s daily transactions summarized by payment type.
2. Real-time reporting for all transactions.
3. Ability to provide any real-time online reporting tools for clients to build custom queries or reports.
4. A real-time reporting service with canned and ad-hoc reporting that is available to clients. 
5. Maintain transaction historical information and make it available online to the City of Philadelphia for the City’s minimum retention period (currently seven years).
Settlement Process 

The successful Applicant(s) shall offer the following daily settlement support services:

1. Provide dedicated support of daily settlement issues.
a. Please describe your settlement process including frequency, settlement error process and reporting.

b. Describe your process for collecting the transaction fees when the City of Philadelphia pays the fee for an electronic payment transaction, including timing of fee collection, settlement, correcting issues, crediting back to the City for disputes.

Help Desk – Support 

The successful Applicant(s) shall provide the following help desk support features:

1. IT Help Desk / Support operations
a. Applicants are encouraged to attach a sample service level agreement (“SLA”) as part of the statement of work in the RFP section 3.2 requirements. If you do not have a SLA, please describe your SLA for all services in detail.
b. Please describe your issue tracking, escalation, and resolution procedures (if not already included in above mentioned SLA).
2. A dedicated support resource to be contacted for production issues that may arise and to assist with testing .
3. Operations monitoring and issue notification services to all stakeholders.
4. The capability to turn off acceptance of payments at the transaction code level with a ‘friendly message’ to the customer (aka a system maintenance message).

Client Service Center Operations 

The successful Applicant(s) shall possess the following client services abilities to support client services operational needs:

1. Provide a toll-free number(s) and hours of operations.  If the hours of operation change during holidays or weekends, please provide that information.  Please provide the below information regarding your service center phone system capacity:
a. Line capacity
b. Average Automatic Call Distributor (ACD) volume 
c. Maximum Call volume 
d. Average hold times and approximate peak hold times. 
e. Average agent availability.
f. Average first Call resolution rate.
2. Website and IVR should accommodate bi-lingual (English/Spanish) or multilingual transactions.
3. Applicant(s) website bandwidth must be able to accommodate City’s peak busy season amount of traffic.  
a. Please describe your average and maximum website bandwidth usage as well as the safeguards you have in place to prevent transaction failures and ensure continued customer service.

Testing Environment and Processes

The successful Applicant(s) shall possess the following testing measures:

1. Provide a Quality Assurance (QA) team that tests all services prior to customer releases.
2. Provide testing credit/debit/Digital Wallets accounts that can be utilized for testing.
3. Provide live credit/debit/ Digital Wallets accounts that can be utilized for Production testing once applications go live.  Transactions will be voided and reversed after successful testing.

General Infrastructure 

The successful Applicant(s) shall provide the following general infrastructure features:

1. Actively (either automatically or via operators) monitor production and test environments and alert Applicant’s staff and affected clients if there is an issue. Log all transactions, including incoming, processing, and complete back to each client application.
a. Describe how you confirm that a transaction gets back to the City of Philadelphia application through which the transaction occurred.
2. Communication via alerts and/or notifications for any scheduled/planned maintenance that will impact services rendered.
3. Transaction record format must be capable of including any user custom fields required for the City of Philadelphia’s applications.
4. Transaction record format and reporting shall provide the source of the transaction (e.g. online, mobile).

Disaster Recovery

The successful Applicant(s) shall provide the following disaster recovery services:

1. Provide in writing, and act upon, procedures established for Disaster Recovery (DR) in the event of a systems failure or other disaster at the Applicant’s primary processing site.
a. Please provide Redundant System Requirements and their location. (Same location/different geographical location), and any Disaster recovery testing procedures and schedules.
b. These DR procedures should be tested regularly (minimum every three years).
2. Please indicate who performs the analysis and testing for the Applicant’s Disaster Recovery Audit.  For example, if any other Independent Audits are performed with your System.

Project Management 

The successful Applicant(s) shall provide the following project management services:

1. Each application integration shall be fully managed by a project manager on the successful Applicant(s) side.  The ROW will provide a counterpart from the technical and business side.    
a. Describe your project management process, personnel, standards and approval process for the initial services initiation or switch project.
2. Describe your project management process, personnel, standards and approval process for managing your electronic payment services for the ROW of Philadelphia.
3. List names, titles, phone, e-mail addresses and brief biographies of company contact personnel that will have ongoing responsibility for servicing this account. Include professional designations and managerial or technical involvement. Describe the role of each person listed in the relationship
Business History 
The successful Applicant(s) shall possess the following experience:

1. Been in the Court Management business for more than 5 years.  In your response please briefly document your history, the number and types of clients, services pertaining to each client, and for how long. 
If you have been awarded a contract in the last three years and subsequently failed to implement the proposed project due to technical or contractual terms, please describe each occurrence.
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APPENDIX B

REQUIREMENTS FOR IMPLEMENTATION PLAN, STATEMENT OF WORK, PROJECT SCHEDULE, AND MILESTONE PAYMENT SCHEDULE

1. Project Management Plan: a detailed Implementation Project Plan that, at a minimum, includes the following: 

a. Objectives 
b. Scope of Work 
c. Project Approach and Plan
d. Methodology employed to develop the System 
e. Methodology employed to manage the Project 
f. Implementation Approach 
g. Register Of Wills welcomes different suggestions regarding phasing and the Applicant is expected to include implementation phasing recommendations as part of the Project Management Plan. 
h. Deliverables and Milestones 
i. Work Plan 
j. Project Organization (including expected counterparts from the ROW side) 
k. Project Schedule 
l. Resource Management Processes 
m. Scope Management Processes 
n. Schedule Management Processes 
o. Risk Management Processes 
p. Quality Management Approach 
q. Communication Management Approach 
r. Organizational Change Management Approach 
s. Status Reporting 
2. Training Plan 
3. System Interface Plan 
4. Requirements Traceability Matrix 
5. Testing and Quality Assurance Plan 
6. Pre- and Post-Implementation Support Plan 
7. System Documentation 
8. RAID (Risk, Action, Issue, Decision) Log 
9. Milestone Payment Schedule



The ROW requests that Applicants offer their “best” solutions that will satisfy the requirements set forth in this RFP. If the proposal includes more than one solution based on the software applications or hosting platforms there must be a separate cost itemization for each solution proposed. The ROW is not subject to federal, state, or local sales or use taxes or to federal excise tax.  The cost proposal may not include any such taxes.
· Base System Software with description of functionality
· Optional Software Add-ons available
· Professional Services to implement Base System and Add-ons
· Professional Services to provide Training
· Documentation
· Software Maintenance Agreement Years 1, 2, 3, 4, 5
· Other associated costs

	Appendix C.1 Base System Software

	Add additional rows as needed.

	#
	COMPONENT
	DESCRIPTION
	COST $
	ASSUMPTIONS

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	Tota
	l
	
	$0
	



	Appendix C.2 Optional Software Add-ons available

	Add additional rows as needed.

	#
	COMPONENT
	DESCRIPTION
	COST $
	ASSUMPTIONS

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	Tota
	l
	
	$0
	



	Appendix C.3:  Professional Services to implement Base System and Add-ons

	Add additional rows as needed.

	#
	STAFF NAME
	TITLE
	HOURLY RATES $
	EST. HOURS
	TOTAL $

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	Totals:


	0
	$0
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	Appendix C.4: Professional Services to provide Training

	For professional services to provide training, please include proposed costs for all training staff. Add additional rows as needed. Please include non-staff training costs in the C.6-Other Associated Costs section. Add additional rows as needed.

	#
	STAFF NAME
	TITLE
	HOURLY RATES $
	EST. HOURS
	TOTAL $

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	Totals:
	0
	$0



	Appendix C.5:  Software Maintenance Agreement Years 1, 2, 3

	For maintenance and support services, please include a monthly price for post- implementation maintenance and support for a further three-year period beyond completion of the phased deployment and production services associated with those phases as described in this proposal. Any ongoing maintenance and support (i.e., production services) prior to the completion of all work provided under this agreement should be Professional Services section of the Cost Proposal. Add additional rows as needed.

	#
	COMPONENT
	DESCRIPTION
	MONTHLY COST
	ANNUAL COST
	ASSUMPTIONS

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	Total
	
	
	$0
	$0
	



	Appendix C.6:  Other associated costs

	Add additional rows as needed.

	#
	COMPONENT
	DESCRIPTION
	COST $
	ASSUMPTIONS

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	Total
	$0
	




	Appendix C.7: ASSUMPTIONS

	The Contractor is required to state all assumptions upon which its pricing is being determined. Insert as many lines as necessary to ensure all concerns are accurately expressed. Add additional rows as needed.

	#
	ASSUMPTION

	1
	

	2
	

	3
	

	4
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APPENDIX D

REQUIREMENTS COMPLIANCE CERTIFICATION
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APPENDIX E

TRAINING REQUIREMENTS

The City of Philadelphia will require training sytem , including Administration and User Interface (UI) training.

· Vendor will provide training and train the trainer services to developers, operations, platform engineering, security, customer use and any other training that will ensure the ROW’s successful implementation and support of the services rendered to ROW department that will use the services. The training will include, but is not limited to, manuals, user guidance documentation that includes field/data entry instructions and error message explanations, and instructional screen shots as part of training.
· Training sessions will be conducted through screen sharing and in-person sessions.  Session will be accompanied by pertinent presentations and user guides. Presentations will include access to instructional material during live training with download capability as well as the option to have sessions recorded for later review through system archives.
· The ROW shall be responsible for coordinating the training schedule, assigning training participants to sessions and providing adequate training facilities for the on-site courses.  

· Applicants should supply their corresponding training plan as part of the RFP response

Training Plan must cover planning that sufficiently prepares Register Of Wills for User Acceptance Test (UAT) as well as pre and post go-live
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APPENDIX F

CITY OF PHILADELPHIA 
OFFICE OF ECONOMIC OPPORTUNITY 
ANTIDISCRIMINATION POLICY- MINORITY, WOMAN AND DISABLED OWNED BUSINESS ENTERPRISES 
FORMS, INSTRUCTIONS AND SPECIAL CONTRACT PROVISIONS
 (NON-COMPETITIVELY BID CONTRACTS) 

Register of Wills Case Management System

Under the authority of Executive Order No. 01-21, the City of Philadelphia has established an antidiscrimination policy (“Policy”) relating to the participation of Minority (MBE), Woman (WBE) and Disabled (DSBE) Owned Business Enterprises in City contracts. Executive Order 01-21 is administered by the City’s Office of Economic Opportunity (“OEO”). 

The purpose of this Policy is to provide equal opportunity for all businesses and to assure that City funds are not used, directly or indirectly, to promote, reinforce or perpetuate discriminatory practices. The City is committed to fostering an environment in which all businesses are free to participate in business opportunities without the impediments of discrimination and participate in all City contracts on an equitable basis. In accordance with the contracting requirements of the City, the City’s antidiscrimination policy is applicable to this Notice of Contracting Opportunity (hereinafter, “NOCO”).[footnoteRef:3]  [3:  The term “Notice of Contracting Opportunity,” shortened to the acronym “NOCO,” refers to the City’s contract solicitation documents and information posted on eContract Philly.  Generally, these documents take the form of a Request for Proposals (RFP), Request for Qualifications (RFQ) or Request for Expression of Interest (RFI) and include any other document or information (for example, exhibits, appendices) related to the posting of the new contract opportunity.  ] 


For this NOCO, the City has not established ranges for the participation of MBEs, WBEs and/or DSBEs (collectively, “M/W/DSBEs”), but applicant is still required to exercise its Best and Good Faith Efforts to include M/W/DSBEs in its proposal.  “Best and Good Faith Efforts” are those efforts, the scope, intensity and appropriateness of which are designed and performed to achieve meaningful participation of M/W/DSBEs in the work described by the NOCO.  Applicant’s desire to self-perform all of the work does not excuse applicant from its exercise of Best and Good Faith Efforts.  Solicitations and any commitments with M/W/DSBEs shall be designated on the Solicitation For Participation and Commitment Form.  The submission of this form and any supporting documentation (more fully discussed below) is an element of responsiveness to the NOCO and failure to submit the required information will result in rejection of your proposal. 

Applicant hereby verifies that all forms, information and documentation submitted to OEO are true and correct and is notified that the submission of false information by applicant is subject to the penalties of 18 Pa.C.S. §4904 relating to unsworn falsification to authorities which may include payment of a fine of at least $1,000 and a term of imprisonment of not more than two years.  Applicant also acknowledges that under 18 Pa.C.S. §4107.2 (a)(4) it is a felony in the third degree, punishable by a term of imprisonment of not more than seven years in addition to the payment of any fines or restitution, if, under any Contract awarded pursuant to this NOCO, Applicant fraudulently obtains public moneys reserved for or allocated or available to minority business enterprises or women's business enterprises.


A. M/W/DSBE PARTICIPATION  
1.Only firms that are certified by an approved certifying agency[footnoteRef:4] and identified in the OEO Certification Registry by the time of contract award will be counted for participation.  An OEO Certification Registry is maintained by the OEO and is available online at www.phila.gov/OEO/directory.  Firms owned and controlled by minority persons, women or disabled persons, which are certified as MBE, WBE, DSBE or DBE by an approved certifying agency may apply to the OEO for listing in its OEO Certification Registry.  [4:  Approved certifying agencies are identified on the OEO webpage found at www.phila.gov/OEO
] 


2. Participation is counted only if the M/W/DSBE performs a commercially useful function (“CUF”). An M/W/DSBE performs a Commercially Useful Function when it performs a distinct element of a City Contract (as required by the services to be performed in accordance with the NOCO) which is worthy of the dollar amount of the M/W/DSBE’s participant agreement and the M/W/DSBE carries out its responsibilities by managing and supervising the services involved and actually self-performing at least twenty percent (20%) of the services of the participant agreement with its own employees.  For suppliers, an M/W/DSBE performs a Commercially Useful Function when it is responsible for sourcing the material, negotiating price, determining quality and quantity, ordering the material and paying for it from its own funds. Commercial usefulness will be evaluated and determined by the OEO on a proposal by proposal basis as informed by prevailing industry standards and the M/W/DSBE’s NAIC codes. 

3. In order to maximize opportunities for as many businesses as possible, a firm that is certified in two or more categories (e.g. MBE and WBE and DSBE or WBE and DSBE) will only be counted as either an MBE or WBE or DSBE. The firm will not be counted toward more than one category. Applicants will note with their submission which category, MBE or WBE or DSBE, is submitted for counting. 

4. An MBE/WBE/DSBE submitting as the prime applicant is required, like all other applicants, to submit a proposal that is responsive to the Policy. In addition, the participation of an M/W/DSBE partner, as part of a joint venture created for this contract, may be counted only to the extent of the M/W/DSBE partner’s ownership interest in the joint venture in accordance with the following criteria: 

1. • The MBE, WBE or DSBE partner(s) must be identified in the OEO Registry prior to contract
1. award; 
1. • The M/W/DSBE partner(s) must derive substantial benefit from the arrangement; 
1. • The M/W/DSBE partner(s) must be substantially involved in all phases of the contract 
1. including planning, staffing and daily management; 
1. • The business arrangement must be customary (i.e., each partner shares in the risk and 
profits of the joint venture commensurate with their ownership interest, contributes working capital and other resources, etc).

5. M/W/DSBE subcontractors must perform at least twenty percent (20%) of the total amount of work to be performed under the subcontract with their own employees. 

6. In listing participation commitments on the Solicitation for Participation and Commitment Form, applicants are required to list a description of the services or supply effort, the dollar amount of the quotation, and percentage of the contract the participation represents. In calculating the percentage amount, applicants may apply the standard mathematical rules in rounding off numbers. The OEO reserves the right to request clarifying information from applicants in the event of an inconsistency or ambiguity in the Solicitation For Participation and Commitment Form. 



[bookmark: _Toc205798266]B. RESPONSIVENESS 
1. 
1. A proposal responsive to the Policy is one which contains documentary evidence of the Applicant’s exercise of Best and Good Faith Efforts.  The Applicant’s Solicitation For Participation 
and Commitment Form should include evidence of the M/W/DSBEs that have been solicited and any commitments to use M/W/DSBEs in performance of the contract. This form should be submitted with Applicant’s proposal but the City, at its sole discretion, may allow Applicants to submit or amend the Solicitation For Participation and Commitment Form at any time prior to award. As an expression of Best and Good Faith Efforts, the Solicitation For Participation and Commitment Form must contain the following information:

0. • Documentation of all solicitations (regardless of whether commitments resulted therefrom) as well as all commitments made on the enclosed document entitled “Solicitation For Participation and Commitment Form”. Applicants should only make actual solicitations of M/W/DSBEs whose services or materials are within the scope of this NOCO. Mass mailing of a general nature to M/W/DSBEs or similar methods will not be deemed solicitation, but rather will be treated as informational notification only. A reasonable period of time should be given to all solicited firms to ensure that they have sufficient time to adequately prepare their quotes/subproposals. The applicant’s listing of a commitment with an M/W/DSBE constitutes a representation that the applicant has made a legally binding commitment to contract with such firm, upon receipt of a contract award from the City (“Contract Commitment”). 
0. • If the Applicant has entered into a joint venture with an MBE, WBE and/or DSBE partner, the Applicant is also required to submit along with the Solicitation For Participation and Commitment Form, a document entitled “Joint Venture Eligibility Information Form,” available at OEO, for the City’s review and approval of the joint venture arrangement. 
1. 
2. In evaluating Applicant’s Best and Good Faith Efforts, OEO will review the scope, intensity and appropriateness of these efforts to ascertain whether they could reasonably be expected to achieve meaningful M/W/DSBE participation in this contract. Failure to submit the documentary evidence of Best and Good Faith Efforts will result in rejection of the proposal as nonresponsive, although the City, at its sole discretion, may allow applicants to submit or amend their submission at any time prior to award which may result in revision to Applicant’s participation commitments. The submission shall contain and discuss, at a minimum, the following: 

0. • Provide reasons for not committing with any MBE/WBE/DSBEs that submitted a quote/subproposal, regardless of whether the quote/subproposal was solicited by Applicant. 
0. • Provide any additional evidence pertinent to Applicant's conduct relating to this NOCO including sufficient evidence which demonstrates to the OEO that Applicant has not engaged in discriminatory practices in the solicitation of and commitment with contract participants. In describing Applicant's efforts to achieve meaningful M/W/DSBE participation, Applicant may submit any corroborating documentation (e.g., copies of advertisements for participation). 
0. 
The Applicant's documentary evidence will be reviewed by the OEO to determine whether Applicant exercised Best and Good Faith Efforts.  Applicant’s expressed desire to self-perform services with its own employees will not excuse Applicant from exercising Best and Good Faith Efforts to include M/W/DSBEs in its proposal. OEO’s review will include consideration of the following: 
0. 
0. • Whether the Applicant's actions were motivated by considerations of race or gender or disability. The OEO may investigate the Applicant's contracting activities and business practices on similar public and private sector contracts. For example, if Applicant rejects any M/W/DSBE based on price, Applicant must fully document its reasons for the rejection and also demonstrate that Applicant subjects non-M/W/DSBEs to the same pricing standards. OEO will investigate whether there was any attempt at good faith negotiation of price. 
0. • Whether M/W/DSBEs were treated as equally as other businesses in the solicitation and commitment process. For example, the OEO will investigate whether M/W/DSBEs are given the same information, access to the plans and requirements of the contract and given adequate amount of time to prepare a quote/subproposal as others who were solicited by Applicant. The OEO will also investigate whether M/W/DSBEs were accorded the same level of outreach as non-M/W/DSBEs, for example whether Applicant short listed M/W/DSBEs for participation or solicited M/W/DSBEs at any pre-proposal meetings. 
0. • Whether the Applicant's contracting decisions were based upon policies which disparately affect M/W/DSBEs. OEO will ascertain whether Applicant selected portions of work or material needs consistent with the capacity of available M/W/DSBE subcontractors and suppliers. OEO will consider whether Applicant employed policies which facilitate the participation of M/W/DSBEs on City contracts such as segmentation of the contract or prompt payment practices. 
0. 
3. After review of the Applicant’s submission and other information the OEO deems relevant to its evaluation, the OEO will make a written determination that will be forwarded to the awarding City Department. 

· If the proposal is determined nonresponsive by the OEO, the Applicant will be notified and may file a written appeal with the Executive Director of OEO within forty-eight (48) hours of the date of notification; the decision of the Executive Director shall be final. 

[bookmark: _Toc205798267]C. RESPONSIBILITY 

1. Upon award, the completed Solicitation For Participation and Commitment Form and accompanying documents regarding solicitation and commitments with MBEs, WBEs and DSBEs become part of the contract and the successful Applicant is required to enter into legally binding agreement(s) (“M/W/DSBE Subcontract(s)”) with its M/W/DSBE participants for the services and in the dollar amount(s) and percentage(s) as so committed (the “Contract Commitment(s)”).  M/W/DSBE percentage commitments are to be maintained throughout the term of the contract and shall apply to the total contract value (including amendments). Any change in commitment, including but not limited to substitutions for the listed firm(s), changes or reductions in the work and/or listed dollar/percentage amounts, must be pre-approved in writing by the OEO. 

2. Unless otherwise specified in the M/W/DSBE Subcontract, the successful Applicant shall, within five (5) business days after receipt of a payment from the City for services performed under the contract, deliver to its M/W/DSBE participants, their proportionate share of such payment for services performed (including the supply of materials). In connection with the payment of its M/W/DSBE participants, the successful Applicant agrees to fully comply with the City’s payment reporting process which may include the use of electronic payment verification systems. 

3. No privity of contract exists between the City and any M/W/DSBE participant identified in any contract resulting from this NOCO. The City does not intend to give or confer upon any such M/W/DSBE participant(s) any legal rights or remedies in connection with the subcontracted services pursuant to Executive Order 01-21 or by reason of any contract resulting from the NOCO except such rights or remedies that the M/W/DSBE subcontractor may seek as a private cause of action under any legally binding contract to which it may be a party. 

4. If the OEO determines that the Applicant has discriminated against a M/W/DSBE at any time during the term of the contract, the OEO may recommend to the Director of Finance the imposition of sanctions on the applicant including debarment of the Applicant from submitting and/or participating in future City contracts for a period of up to three (3) years.  





D. ACCESS TO INFORMATION 
1. The OEO shall have the right to make site visits to the Applicant’s place of business and/or job site and obtain documents and information from any applicant, subcontractor, supplier, manufacturer or contract participant that may be required in order to ascertain applicant’s responsiveness and responsibility. 

1. Failure to cooperate with the OEO in its review may result in a recommendation to terminate the contract.

E. RECORDS AND REPORTS 

1. The successful Applicant shall maintain all books and records relating to its M/W/DSBE commitments (e.g. copies of quotations, subcontracts, joint venture agreement, correspondence, cancelled checks, invoices, telephone logs) for a period of at least three (3) years following acceptance of final payment from the City. These records shall be made available for inspection by the OEO and/or other appropriate City officials including the City’s Office of the Inspector General. The successful Applicant agrees to submit reports and other documentation to the OEO as deemed necessary by the OEO to ascertain the successful Applicant’s fulfillment of its M/W/DSBE commitments. 

F. REMEDIES 

1. The successful Applicant’s compliance with the requirements of Executive Order 01-21 is material to the contract. In the event the City determines that the successful Applicant has failed to comply with any of the requirements of this Antidiscrimination Policy, including substantial compliance with any Contract Commitment, the City may, in addition to any other rights and remedies it may have under the Contract which includes termination of the Contract, exercise one or more of the following remedies which shall be deemed cumulative and concurrent:

· Debar successful Applicant from proposing on and/or participating in any future contracts
for a maximum period of three (3) years. 

· Withhold from the contract payment(s) or any part thereof until corrective action is taken.
If corrective action is not taken to the satisfaction of OEO, the City may, without institution of a lawsuit, deduct money in an amount equal to the M/W/DSBE shortfall which amount shall be collected and considered not as a penalty but as liquidated damages for the successful applicant’s failure to comply with the Contract Commitment.

The remedies enumerated above are for the sole benefit of the City and City’s failure to enforce any provision or the City’s indulgence of any non-compliance with any provision hereunder, shall not operate as a waiver of any of the City’s rights in connection with any contract resulting from this NOCO nor shall it give rise to actions by any third parties including identified M/W/DSBE participants.
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CITY OF PHILADELPHIA TAX AND REGULATORY 
STATUS AND CLEARANCE STATEMENT
FOR APPLICANTS

[bookmark: _Hlk21433342]THIS IS A CONFIDENTIAL TAX DOCUMENT NOT FOR PUBLIC DISCLOSURE

This form must be completed and returned with Applicant’s proposal in order for Applicant to be eligible for award of a contract with the City.  Failure to return this form will disqualify Applicant’s proposal from further consideration by the contracting department.  Please provide the information requested in the table, check the appropriate certification option and sign below:

Please ENSURE that the Applicant Name and EIN on this form is IDENTICAL with your eContract Philly registration.

	Applicant Name
	

	Contact Name and Title
	

	Street Address
	

	City, State, Zip Code
	

	Phone Number
	

	Federal Employer Identification Number or Social Security Number:
	

	Philadelphia Business Income and Receipts Tax Account Number (f/k/a Business Privilege Tax) (if none, state “none”)[footnoteRef:5]*  [5: * You can apply for a City of Philadelphia Business Income and Receipts Tax Account Number or a Commercial Activity License on line after you have registered your business on the City’s Business Services website located at https://www.phila.gov/services/business-self-employment/register-a-business/  Click on “Register” or “Register Now” to register your business.   ] 

	

	Commercial Activity License Number (f/k/a Business Privilege License) (if none, state “none”)* 
	



____  I certify that the Applicant named above has all required licenses and permits and is current, or has made satisfactory arrangements with the City to become current with respect to the payment of City taxes or other indebtedness owed to the City (including, but not limited to, taxes collected by the City on behalf of the School District of Philadelphia), and is not in violation, or has made satisfactory arrangements to cure any violation, or other regulatory provisions applicable to Applicant contained in The Philadelphia Code.

___ I certify that the Applicant named above does not currently do business, or otherwise have an economic presence in Philadelphia.  If Applicant is awarded a contract with the City, it promptly will take all steps necessary to bring it into compliance with the City’s tax and other regulatory requirements.

	 		
Authorized Signature	Date

	
Print Name and Title 
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[bookmark: _Hlk23248212]APPENDIX K

ADDITIONAL IT STANDARDS

[bookmark: _Hlk69136736]DATA REQUIREMENTS, ADDRESSING, GENERAL TECHNICAL, DIGITAL, WEB CONTENT ACCESSIBILITY AND SECURITY


If applicable, applications or solutions proposed by vendors must be in alignment with these City’s Standards: (See Appendix K attached to RFP for full details)

· Data Requirements Standards 
All City solicitations that include the purchase of software or services relating to information systems must incorporate the requirements of this policy.
· Data Access Requirements for Third Party Systems
· Master Data Requirements
· Metadata Standards
· Date Formats
· Common Data Elements for Geospatial Data
· Data Protection and Retention

· Addressing Standards should be adopted for use within all database systems, applications or tables that maintain a property address.

· General Technical Standards - The City's standard non-functional requirements for IT systems ensure that information systems are resilient and secure so that the City's information is safeguarded, and its staff can continue operations (as supported by IT systems) in the event of a disaster.

· Digital Standards provide the design, code, and content guidelines for City website and web application development;

· Web Content Accessibility Standards - All sites produced by vendors for the City, regardless of the hosting environment, shall conform to the Web Content Accessibility Guidelines (WCAG) 2.1 AA. These guidelines will make content more accessible to a wider range of people with disabilities.

· Security Addendum - All ROW Data and the systems on which they reside must be protected in accordance with City security and privacy documentation and system risk, to include, at a minimum, adequate safeguards for the following:

Confidentiality, which means preserving authorized restrictions on access and disclosure, based on the security terms found in this contract, including means for protecting personal privacy and proprietary ROW Data; 

Integrity, which means guarding against improper information modification or destruction, and ensuring information non-repudiation and authenticity; and 

Availability, which means ensuring timely and reliable access to and use of ROW Data.


Please see full standards attached to this RFP entitled “Appendix K – Additional IT Standards”
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AND

GENERAL PROVISIONS


See documents attached to this RFP 
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ROW RFP specific requirements.xlsx
I. General



				CITY OF PHILADELPHIA
Office of Innovation & Technology

				Request for Proposals: 
Register of Wills Case Management System

				Functional Requirements 

				Req't ID		Functional Area Objective & Anticipated Electronic Payment Services Functionalities		Priority		Vendor Response Codes: How the proposed solution meets the requirement		Module(s), Add-On(s), or Customization(s) Required to Fulfill		Vendor Response Explanation



						Section 1: General Requirements

				1		Ability for ROW staff to update application status and track cases by status and a reference or docket number		Must have		PLEASE SELECT

				2		Ability for ROW staff to modify/update application details		Must have		PLEASE SELECT

				3		Ability to assign cases to staff		Must have		PLEASE SELECT

				4		Ability for ROW staff to view case history with dates		Must have		PLEASE SELECT

				5		Ability for ROW staff to upload and view related case documents to the application		Must have		PLEASE SELECT

				6		Ability for ROW staff to revoke or remove related case documents to the application		Must have		PLEASE SELECT

				7		Ability for system to flag cases with missing documents		Must have		PLEASE SELECT

				8		Integration with OIT's Imaging platform for secondary permanent record storage of all documents through regular jobs and manual exports		Must have		PLEASE SELECT

				9		Ability for ROW staff to view scheduled events for probate and marriage license on separate calendars, in day, week, and month formats		Must have		PLEASE SELECT

				10		Ability for ROW staff to block off dates and times on the calendar as not schedulable		Must have		PLEASE SELECT

				11		Ability for ROW staff to export calendar events to Outlook		Must have		PLEASE SELECT

				12		Ability for system to automatically notify applicants of scheduled events, case related updates, and due dates via email		Must have		PLEASE SELECT

				13		Ability for system to automatically notify applicants of scheduled events, case related, and due dates updates via SMS text		Must have		PLEASE SELECT

				14		Ability for system to generate documents into formatted Microsoft Word templates for printing purposes		Must have		PLEASE SELECT

				15		Ability for ROW staff to redact sensitive information on documents prior to printing		Must have		PLEASE SELECT

				16		Ability for system to record electronic signature onto the application from the applicants digitally with a click on a document and a pre-generated signature		Must have		PLEASE SELECT

				17		Ability for system to record electronic signature onto the application from the applicants using a physical signature pad		Must have		PLEASE SELECT

				18		Ability for ROW staff to create and edit Register of Wills fee schedule
https://www.phila.gov/documents/register-of-wills-fee-schedule/		Must have		PLEASE SELECT

				19		Ability for ROW staff to create invoices related to each case type using the fee schedule		Must have		PLEASE SELECT

				20		Ability for ROW staff to collect payments for invoices via a cashiering point of sale device, for payment types such as credit card, debit card, and digital wallets		Must have		PLEASE SELECT

				21		Ability for ROW staff to manually enter other payment types collected for invoices (i.e. for checks and money orders) 		Must have		PLEASE SELECT

				22		Ability for ROW staff to view payment status and transactions data, including transaction type and tender type		Must have		PLEASE SELECT

				23		Ability for ROW staff to issue full or partial refunds		Must have		PLEASE SELECT

				24		Ability for system to attach specified financial codes to invoices and payments for reconciliation with City financial systems		Must have		PLEASE SELECT

				25		Migration of all case records and related documents from current system to new system		Must have		PLEASE SELECT

				26		Configurable user permissions and role-based access for viewing and editing data and documents		Must have		PLEASE SELECT

				27		Audit tracking capabilities for user activity within system		Must have		PLEASE SELECT

				28		Retention of all case records in perpetuity		Must have		PLEASE SELECT

				29		Integration with City of Philadelphia's single sign-on for City employee access		Must have		PLEASE SELECT

				30		User friendly, accessible portal to allow the public to request public records, requiring registration and payment		Must have		PLEASE SELECT

				31						PLEASE SELECT

				32						PLEASE SELECT

				33						PLEASE SELECT

				34						PLEASE SELECT

				35						PLEASE SELECT

				36						PLEASE SELECT

				37						PLEASE SELECT

				38						PLEASE SELECT

				39						PLEASE SELECT

				40						PLEASE SELECT

































































































































































































































































































































































































































































































































































































































































































































































































































































































































































CITY OF PHILADELPHIA
Philadelphia Water Department (PWD)	&F	&A




II. Probate



				CITY OF PHILADELPHIA
Office of Innovation & Technology

				Request for Proposals: 
Register of Wills Case Management System

				Functional Requirements 

				Req't ID		Functional Area Objective & Anticipated Electronic Payment Services Functionalities		Priority		Vendor Response Codes: How the proposed solution meets the requirement		Module(s), Add-On(s), or Customization(s) Required to Fulfill		Vendor Response Explanation



						Section 2:  Probate Module

				1		Ability for ROW staff to create a probase case record		Must have		PLEASE SELECT

				2		Ability for ROW staff to manage all aspects of probate cases, including sub-workflows for specific case types (examples: cases with single or multiple parties, pending trials, estates with will, estates without will, foreign fiduciary, estates established before 1970s)		Must have		PLEASE SELECT

				3		Pre-filing form for attorneys to submit a pending probate record		Must have		PLEASE SELECT

				4		Log-in to pre-filing form using account with Attorney ID from court records database		Must have		PLEASE SELECT

				5		Ability for attorneys to upload documents in the pre-filing form		Must have		PLEASE SELECT

				6		Ability for attorneys to submit electronic payment in the pre-filing form		Must have		PLEASE SELECT

				7		Ability for ROW staff to approve or reject e-filed cases		Must have		PLEASE SELECT

				8		Ability for attorneys to make corrections to rejected e-filed cases and resubmit		Must have		PLEASE SELECT

				9		Ability for ROW staff to manually link related cases and view linked cases		Must have		PLEASE SELECT

				10		Ability for ROW staff to search and filter probate cases		Must have		PLEASE SELECT

				11		Ability for ROW staff to schedule events, such as case hearings, linked to a probate case		Must have		PLEASE SELECT

				12		Ability to cross reference estate values and related inheritance tax values for additional fees		Must have		PLEASE SELECT

				13		Complete tracking of case access for user ID		Must have		PLEASE SELECT

				14						PLEASE SELECT

				15						PLEASE SELECT

				16						PLEASE SELECT

				17						PLEASE SELECT

				18						PLEASE SELECT

				19						PLEASE SELECT

				20						PLEASE SELECT

				21						PLEASE SELECT

				22						PLEASE SELECT

				23						PLEASE SELECT

				24						PLEASE SELECT

				25						PLEASE SELECT

				26						PLEASE SELECT

				27						PLEASE SELECT

				28						PLEASE SELECT

				29						PLEASE SELECT

				30						PLEASE SELECT































































































































































































































































































































































































































































































































































































































































































































































































































































































































































CITY OF PHILADELPHIA
Philadelphia Water Department (PWD)	&F	&A




III. Inheritance Tax



				CITY OF PHILADELPHIA
Office of Innovation & Technology

				Request for Proposals: 
Register of Wills Case Management System

				Functional Requirements 

				Req't ID		Functional Area Objective & Anticipated Electronic Payment Services Functionalities		Priority		Vendor Response Codes: How the proposed solution meets the requirement		Module(s), Add-On(s), or Customization(s) Required to Fulfill		Vendor Response Explanation



						Section 3:  Inheritance Tax Module

				1		Ability for ROW staff to log submitted tax returns with date of receipt and estate details		Must have		PLEASE SELECT

				2		Ability for ROW staff to track payment deadlines for estate tax returns (9 months post date of death)		Must have		PLEASE SELECT

				3		Ability for ROW staff to track payment status of tax returns		Must have		PLEASE SELECT

				4		Ability for ROW staff to track unpaid tax returns past deadline		Must have		PLEASE SELECT

				5		Automated system email notifications before and after deadline		Must have		PLEASE SELECT

				6		Ability for ROW staff to issue official receipt for estate tax return payment		Must have		PLEASE SELECT

				7		Ability for system to process payment and track transaction tied to estate tax returns		Must have		PLEASE SELECT

				8		Ability for system to create daily report of total deposit amount and payment breakdowns (see Excel "IT_County_Collections_electronic_File_Spec_09292024")		Must have		PLEASE SELECT

				9		Ability for system to transmit daily report to PA Department of Revenue's MyPath system for reconciliation		Must have		PLEASE SELECT

				10		Ability for system to create monthly report summarizing payments and deposits complying with PA state's PDF form		Must have		PLEASE SELECT

				11		Ability for system to create a unique Miscellaneous Tax Account Number (MTAN) for tracking non-probate estate taxes		Must have		PLEASE SELECT

				12		Ability for ROW staff to link MTAN to submitted inheritance tax return		Must have		PLEASE SELECT

				13		Ability for ROW staff to upload and view related tax return documents		Must have		PLEASE SELECT

				14		Ability to cross reference estate values and related inheritance tax values for additional fees		Must have		PLEASE SELECT

				15		Complete tracking of case access for user ID		Must have		PLEASE SELECT

				16						PLEASE SELECT

				17						PLEASE SELECT

				18						PLEASE SELECT

				19						PLEASE SELECT

				20						PLEASE SELECT

				21						PLEASE SELECT

				22						PLEASE SELECT

				23						PLEASE SELECT

				24						PLEASE SELECT

				25						PLEASE SELECT

				26						PLEASE SELECT

				27						PLEASE SELECT

				28						PLEASE SELECT

				29						PLEASE SELECT

				30						PLEASE SELECT































































































































































































































































































































































































































































































































































































































































































































































































































































































































































CITY OF PHILADELPHIA
Philadelphia Water Department (PWD)	&F	&A




IV. Marriage License



				CITY OF PHILADELPHIA
Office of Innovation & Technology

				Request for Proposals: 
Register of Wills Case Management System

				Functional Requirements 

				Req't ID		Functional Area Objective & Anticipated Electronic Payment Services Functionalities		Priority		Vendor Response Codes: How the proposed solution meets the requirement		Module(s), Add-On(s), or Customization(s) Required to Fulfill		Vendor Response Explanation



						Section 4: Marriage License Module

				1		Ability for ROW staff to enter a marriage license application with information about each of the two applicants including: personal details, contact information, employment information, parental information		Must have		PLEASE SELECT

				2		Publicly accessible pre-enrollment form for the marriage license application		Must have		PLEASE SELECT

				3		Ability for public to upload documents in the pre-enrollment form		Must have		PLEASE SELECT

				4		Ability for public to submit electronic payment in the pre-enrollment form		Must have		PLEASE SELECT

				5		Ability for ROW staff to schedule events, such as weddings, linked to a license application		Must have		PLEASE SELECT

				6		Ability for ROW staff to search and filter applications and issued licenses		Must have		PLEASE SELECT

				7		Reporting that quantifies the number of applications, marriage licenses issued, marriages recorded		Must have		PLEASE SELECT

				8		Complete tracking of case access for user ID		Must have		PLEASE SELECT

				9						PLEASE SELECT

				10						PLEASE SELECT

				11						PLEASE SELECT

				12						PLEASE SELECT

				13						PLEASE SELECT

				14						PLEASE SELECT

				15						PLEASE SELECT

				16						PLEASE SELECT

				17						PLEASE SELECT

				18						PLEASE SELECT

				19						PLEASE SELECT

				20						PLEASE SELECT

				21						PLEASE SELECT

				22						PLEASE SELECT

				23						PLEASE SELECT

				24						PLEASE SELECT

				25						PLEASE SELECT

				26						PLEASE SELECT

				27						PLEASE SELECT

				28						PLEASE SELECT

				29						PLEASE SELECT

				30						PLEASE SELECT
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V. Vendor Response Code Key

		Response Code 		Description 

		MET 		Requirement is met by existing solution. 

		PARTIALLY MET 		Requirement is Partially met.  Provide an explanation in the Comments field. 

		NOT MET 		Requirement is not met by existing solution and cannot be met via configuration, customization or work around. 

		CONFIGURATION		Requirement can be met via configuration. Provide an explanation in the Comments field. 

		CUSTOMIZATION 		Requirement can be met via customization. Provide an explanation in the Comments field. 

		WORK AROUND 		Requirement can be met by a work around. Describe the work around in the Comments field. 

		NEXT PLANNED RELEASE		Requirement will be meet in the next planned software release.  Enter the date of the next planned software release in the Comments field. 

		PLEASE SELECT 		Default value 
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ADDITIONAL IT STANDARDS

DATA REQUIREMENTS, ADDRESSING, DIGITAL AND WEB CONTENT
ACCESSIBILITY

If applicable, applications or solutions proposed by vendors must be in alignment
with these City’s Standards:

Section 1

Data Requirements Standards - All City solicitations that include the purchase of
software or services relating to information systems must incorporate the
requirements of this policy. This document defines standards to guide
implementation of the following current and future policies covering third-party

access to City information:
- Data Access Requirements for Third Party Systems
- Master Data Requirements
- Metadata Standards
- Date Formats
- Common Data Elements for Geospatial Data
- Data Protection and Retention

Section 2
Addressing Standards should be adopted for use within all database systems,
applications or tables that maintain a property address.

Section 3

General Technical Standards - The City's standard non-functional requirements
for IT systems ensure that information systems are resilient and secure so that the
City's information is safeguarded, and its staff can continue operations (as supported
by IT systems) in the event of a disaster.

Section 4
Digital Standards provide the design, code, and content guidelines for City
website and web application development;

Section S

Web Content Accessibility Standards - All sites produced by vendors for the
City, regardless of the hosting environment, shall conform to the Web Content
Accessibility Guidelines (WCAG) 2.1 AA. These guidelines will make content
more accessible to a wider range of people with disabilities.





Section 6

Security Addendum - All City Data and the systems on which they reside must be
protected in accordance with City security and privacy documentation and system
risk, to include, at a minimum, adequate safeguards for the following:

Confidentiality, which means preserving authorized restrictions on access and
disclosure, based on the security terms found in this contract, including means for
protecting personal privacy and proprietary City Data;

Integrity, which means guarding against improper information modification or
destruction, and ensuring information non-repudiation and authenticity; and

Availability, which means ensuring timely and reliable access to and use of City
Data.





Zi Office of Section 1

S2 Innovation & Technology

Third Party Data Access Standards

SOP No: SOP Type: Family: Internal [ ] Version:

1010 Standard System and Services | External [X] 1.0

Acquisition (SA)

Category: Originating Unit(s): Effective Date: Review Cycle:

System Acquisition Enterprise Architecture 8/24/2020 Annual

Supersedes: Forms: Attachments: Contact:

N/A [ 1Yes [x] No [ 1Yes [x]No Chief Enterprise Architect
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1 Purpose

e Ensure City ownership of data in proprietary systems.






e Assist decision makers, project teams, procurement, and legal departments by
clearly defining the expectation of data ownership in vendor systems and related
data access capabilities to be considered before choosing a solution.

2 Scope

All City solicitations that include the purchase of software or services relating to
information systems must incorporate the requirements of this policy.

3 Policy

This document defines standards to guide implementation of the following current and
future policies covering third-party access to City information:

e System and Services Acquisition.

4 Standards

4.1 Data Access Requirements for Third-Party Systems

The City considers all information that is generated or stored in third-party information
system to be City property.

In accordance, the City requires perpetual, non-proprietary means to access data in third-
party systems implemented by the Applicant or associated Parties.

Examples of non-proprietary means include:

1. A documented and secured web-based Application Programming Interface that
meets City standards. The Current City standard API specification is RESTful web
services with JSON payload.

2. Secure access to databases using non-proprietary client software that follows ODBC

specifications. Documentation of database elements that store City data. Open

Database Connectivity is the City's standard API for directly accessing database

management systems.

Secure access to file systems where City information is stored.

4. Other means of securely providing third-party system data to the City, including
exporting flat files.

w

Proposals shall include a statement of the Applicant’s ability to provide access to data in
the context of the choices above. The City may consider alternative means on a case-by-
case basis.

If these means of access are available through proprietary components of the third-party
system, the vendor shall provide, free of charge, an agreed upon amount of service
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accounts to be used solely for programmatic retrieval of data. The vendor will contractually
agree to provide access to data when a given vendor system is replaced or usage is
terminated.

Electronic documents stored in proposed third-party systems shall be exportable in non-
vendor proprietary formats, including but not limited to:

e Adobe PDF
o Text
e |JPEG
e PNG

Semi-structured documents may be exported in XML or JSON format.

Proposals shall indicate the Applicant will provide data architecture documents including
entity relationship diagrams documenting semantic and logical data relationships, along
with a data dictionary describing datasets and data attributes. See the section entitled
Metadata Standards for details. Revised documents must be provided to the City should
any relevant changes occur.

4.2 Master Data Requirements

The City's master data strategy includes initiatives to provide vendors with a single source
of authoritative data, and for vendor systems to in turn contribute authoritative data back
to the City's enterprise data warehouses. Accordingly, the City requests the Applicant’s
proposal include the following:

1. Language indicating that City authoritative data shall be leveraged in the proposed
solution if such data exists. City authoritative data is cataloged at
https://metadata.phila.gov which must be used as a reference for this activity.

2. The Applicant’s plan shall include the identification of all new datasets generated or
stored in third-party information systems implemented under the scope of the
proposed project. The plan must include metadata creation as per City Metadata
Standards outlined in the next section.

3. Language indicating that the Applicant shall support the City as needed to meet
data governance requirements including assistance with metadata creation and
mentoring City Data Stewards on appropriate data usage and sensitivity.

In addition to the above, the Applicant shall provide references or case studies exhibiting
integration with data warehouses developed in-house, or with other customers.

Systems integration software code developed by the Applicant or related parties is subject
to RFP Section 2.4.4: Software Source Code.
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4.3 Metadata Standards

To ensure appropriate use and interpretation of all vendor-supplied data in City systems,
the City requires that Applicants provide the following minimum metadata documentation:

1. An overview of the dataset including its scope, purpose, and context for the
intended use.

2. Adetailed description of the development process for creating the data, including
data sources and/or data collection methods; algorithmic, analytical, or manual
transformations of the raw data; documentation of any excluded, removed, or
redacted data; and any other relevant elements that contributed to the end data
product.

3. Documentation of the dates when data was collected, or the timeframe
represented.

4. A Data Dictionary documenting the following information for each field in the
dataset:

1. The raw field name

2. A human-readable title for that field

3. The type of data stored in that field (e.g., string, integer, GUID, etc.) along
with any relevant details such as length, precision, geometry type, grid
resolution, as applicable

4. A complete definition of any coded values

|dentified primary and foreign keys (if applicable)

6. Any other descriptive information relevant to interpreting the data such as
the universe, timeframe, or exclusions specific to a given field.

7. Additional details about geospatial data, described below.

o

4.4 Common Data Elements for Geospatial Data

The City has defined common data elements, defined below, for data that can be
associated with a geographic location within the City. The City requires that Applicants
conform to the following standards:

4.41 Addresses
See OIT Address Standards in Related Links, Below

All systems that process or store address data must use the City's Address Information
System (AIS) for Philadelphia based address standardization, validation, or geocoding.

4.4.2 Land Records

The City has created a standard Property Identification Number (PIN) used to uniquely
identify parcels, condominiums, land rights, and easements. All systems that handle land
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record related data or documents shall identify property records using the City’s Property
Identification Number (PIN).

443 Geospatial Vector Data

Vector data consists of points, curves (lines), and polygons and derivations thereof as
defined by OGC standards. Systems that store geospatial data in a Relational Database
Management System (RDBMS) shall store the data according to the Open Geospatial
Consortium'’s (OGC) standards for simple feature access. The City requires
implementations of the OGC standards to follow either the Esri ST_Geometry or PostGIS
Geometry specifications.

Geospatial Vector data stored outside of an RDBMS shall be stored in industry-standard
formats including geojson, shapefile, or ESRI File Geodatabase.

Geospatial Vector data shall include a Coordinate Reference System (CRS) deemed
appropriate for the dataset. The City requires the use of either the NAD83 or WGS84
datum. The epoch date of the chosen datum shall be documented to ensure the City can
perform accurate datum transformations.

4.5 Data Protection and Retention

The Applicant will contractually agree to protect and secure the data in keeping with the
City's security and all applicable regulatory requirements. This includes meeting retention
requirements defined in the data owner’s current Record Retention Schedule issued by the
Department of Records. The buyer should seek counsel from the City Solicitor's Office,
Commercial Law Unit to ensure the appropriate data protection and retention language is
in the contract.
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5 Roles and Responsibilities

Writing

Implementing

Using

Auditing

OIT Enterprise
Architecture

IT Leadership

City staffin a
procurement role,

Software Engineers,

Applicants and
Implementers,

Staff writing
solicitations for
systems will store City
data

IT Leadership

6 Compliance

If OIT, through its process for reviewing IT implementations, finds a system to be non-
compliant, OIT reserves the right to:

e temporarily halt or permanently cancel implementations.
e remove associated systems and assets from the City's network.

e order hosting and SaaS providers to quarantine or shut down associated assets.

e suspend any accounts associated with the system.

e perform a security review or forensic analysis on the system.

e take further action as needed.

Personnel that violate this policy may be subject to disciplinary action, up to and including,

termination of employment, in accordance with the disciplinary policies of his or her
agency and, for personnel represented by the Fraternal Order of Police, International
Association of Fire Fighters, District Council 47 or District Council 33, the terms of the

applicable collective bargaining agreement.

If a City contractor or third party user knowingly or negligently commits or permits a

material violation of this policy, the City may terminate the contract in accordance with its
terms, and/or terminate the contractor’s or third party user’s access to City information
systems and information, in addition to any legal or remedial actions the City may take to

enforce and protect its interests.
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7 Guidance

Reserved

8 Waivers

Waivers may be requested from the Compliance Office by submitting a justification based
on:

e Substantive business case need(s)
e Demonstration of, or a proposal for, establishment of adequate compensating
controls that provide a suitable alternative to the mandated protection

The Compliance Office will coordinate with the authorizing bodies within OIT to issue a
decision on a waiver for sufficient reasons exercising judgment in the best interests of the
City.

The Compliance Office shall maintain the central repository of all waivers.

9 Definitions
Terms defined in this standard shall have the meanings in this standard that are here

provided. Terms not defined in this standard shall have the meanings contained in City
Policies and Standards Glossary of Terms.

10 Authority

City of Philadelphia Executive Order No. 12-11

11 Related Links
OIT Address Standard

https://phila.city/display/citygeo/Addressing+Standards
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12 Change Log

Version No. Date

Author

Description

1.0 8/26/2020

Regis Shogan

Initial Version

13 Approval

By direction of the Chief Operating Officer:

(Signed original copy on file)

Sandra Carter

Chief Operating Officer
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Section 2

CITY OF PHILADELPHIA ADDRESSING STANDARDS

Prepared by the Office of Innovation and Technology in coordination and
cooperation with the Office of Property Data

v.06.26.2017

GOALS

These standards are consistent with recommendations prepared for Office of Property Data and align
with US Postal Service (USPS) and forthcoming Next Generation E-911 National Emergency Number
Association (NENA) guidelines.

The standards should be adopted for use within all database systems, applications, or tables prepared
by City departments or vendors.

ALIGNMENT AND INTEROPERABILITY WITH EXISTING NATIONAL STANDARDS

= The City will use the USPS Publication 28 for address standards whenever possible.

= The Next Generation E-911 NENA standards for addressing will be adopted to the extent possible
once they are published.

GOVERNANCE
= This City has full rights to determine the street names and provide the street name to USPS.
= AIS (Address Information System) was created and is maintained by the Office of Innovation and

Technology (OIT) to standardize and resolve variations of address for lookup and geographic
reference across city systems.

= AIS has a component, Passyunk, that is the de facto standardizer and parser for City addresses.
Departments and vendors can use this application to parse and standardize addresses according to
standards set by the City (see below).

=  First line addresses (the house number and street name minus city, state, ZIP Code values) can be
stored in tables using either single field or parsed out into the individual components described
below.

= Direct questions on this standard to the Office of Innovation and Technology at maps@pbhila.gov
Subject line: City Address Standards



http://pe.usps.gov/text/pub28/welcome.htm

https://github.com/CityOfPhiladelphia/ais

https://github.com/CityOfPhiladelphia/passyunk

mailto:maps@phila.gov



ADDRESS FIELD COMPONENTS

COMPONENT FIELD EXMPLE: NOTES
TYPE 1234B1/2 E
Independence Mall S
Ste 12A

Address char(12) 1234B 1/2 Cannot be a zero, no leading zeros

Address Number num 1234 Cannot be zero

Address Suffix char B Values that refer to property types should
instead be in the unit designator field
R(REAR), S(SIDE)

Address Fraction char(3) 1/2 Exist in Philadelphia

Street Pre char(4) E N,S,E,W City doesn't have NE, SE,NW, SW

Direction

Street Name INDEPENDENCE Required

Street Suffix char(4) MALL USPS standards. i.e. AVE not AV

Street Post char(2) S N,S,E,W City doesn't have NE, SE,NW, SW.

Direction The City only has 300 addresses with a post
direction. Use should be deprecated if
possible

Secondary Unit char(10) STE USPS standards. Avoid # symbol whenever

Designators possible

Secondary Unit char(10) 12A Optional

Number

City Philadelphia Not used if City only address list

State char(PA) PA Not used if City only address list

ZIP Code char(5) 01234 Optional if City only address list

Zipd char(4) 0123 Optional if City only address list

Office of Innovation and Technology - City Address Standards - v.06.26.2017
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http://pe.usps.gov/text/pub28/28apd_005.htm

http://pe.usps.gov/text/pub28/28api_007.htm

http://pe.usps.gov/text/pub28/28api_007.htm

http://pe.usps.gov/text/pub28/28apc_002.htm

http://pe.usps.gov/text/pub28/28api_007.htm

http://pe.usps.gov/text/pub28/28api_007.htm

http://pe.usps.gov/text/pub28/28apc_003.htm

http://pe.usps.gov/text/pub28/28apc_003.htm

http://pe.usps.gov/text/pub28/28c2_003.htm

http://pe.usps.gov/text/pub28/28c2_003.htm



CountyFips char(5) 42101 Optional

Status Char(1) A Optional:

Active, Retired, Temporary, Provisional

Status Date Date 12/20/2016 Optional

Hyphenated ranged addresses exist where tax lot consolidations have occurred. This condition exists in addresses
generated by Office of Property Assessment (OPA). For hyphenated addresses, use the same Address Number
component as follows. Additional fields may be used optionally

COMPONENT FIELD EXMPLE: NOTES
TYPE 1201-05 S 58th St

Address char(12) 1201-05 Use the hyphen with no spaces between
values.

Address Number num 1201 Cannot be zero

Low

Address Number num 1205 Optional. In OPA documentation, this is

High called HOUSE EXTENSION

SUPPLIMENTAL INFORMATION

1. The City has about 30,000 ranged address numbers. The format looks like this -1201-03 S 58TH ST. This is
unique to Philadelphia and will make any enterprise application development more difficult and expensive.
(NYC has hyphenated addresses that have been adopted by USPS, but function differently)

2. Many datasets including Office of Property Assessment (OPA) do not have Secondary Unit Designator. They
only have the Secondary Unit Number. Therefore, the default value is a hashtag “#”. The Address Unit
Designator must be added to all city address datasets so that the correct APT, UNIT, STE, etc., is used. These
values will align with what USPS has. It is understood that buildings do not always have the same standards
for this however the City and USPS should be aligned.

Office of Innovation and Technology - City Address Standards -v.06.26.2017  page 3
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10.

11.

12.

13.

14.

15.

The (address) Suffix/Suff fields in OPA and Department of Records (DOR) databases are problematic to
matching or geocoding operations of aggregated data from these sources as they are unique to each agency’s
address recording operations. See Appendices A and B.

Address suffixes should be used for specific postal address designations that generally have an alpha
character at the end of the numeric address number: 1234A Market St, 1234B Market St.

The OPA and DOR versions of these fields are a mix values that don't match postal standards and in many
cases refer to types of ownership

a. Thevalue '2'indicates that ' 1/2'is the address number suffix.
b. R =REAR. Should be Secondary Unit Designator?

c. A =AirRights, S = Subterranean, M = Multiple, L = Leasehold, E = Encroachment, P =
Parking... These are not address values and should have their own field

No leading zeros in street names: 1317 N 02NP ST should be 1317 N 2NP ST
Single digit range numbers should have a leading zero: 1201-3 S 58TH ST should be 1201-03 S 58TH ST

Address number fractions in ranged addresses need to be cleaned up and not allowed 909 1/2-11 S 9TH ST.
There are 6 cases known in the city.

The OPA database [as of this date of the document] has a constraint on the length of street names. This
affects long street names that have been abbreviated: BEN FRANKLIN PKWY, CHRIS COLUMBUS BLV.

Per USPS standards, the word SAINT should always be spelled out, not abbreviated to ST.
Per USPS standards, the word MOUNT should always be spelled out, not abbreviated to MT.

Per USPS standards, abbreviations should not be used in Street Names: POQUESSING CRK DR, wrong.
POQUESSING CREEK DR, correct.

Per USPS standards, pre-directions are always abbreviated: N, E, S, W. WEST SOUTH ST, wrong. W SOUTH
ST, correct. SOUTH ST - correct.

Per USPS standards, address suffix always uses the official USPS abbreviations: POQUESSING CREEK DRIVE,
wrong. POQUESSING CREEK DR, correct.

There should be no space after MC in street names: MC CALLUM ST, wrong. MCCALLUM ST, correct.

The city only has 300 addresses with a post direction. Use should be deprecated, if possible.

County, State, and Local Highways. Not all roads in Philadelphia exist solely in Philadelphia. There is a public
safety need to standardize the names of roads that cross county and state boundaries. Many of these roads

do not have addresses such as Interstate 95. They still need standardized names for E-911 routing, E-911
addressing, crash reporting, etc.
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16.

17.

Not all addresses will have corresponding Centerline Streets. Need to handle these exceptions: GARRISON CT,
78 S PIER, ONE PENN CENTER

The Street Centerline Alias table should be cleaned up to only contain Aliases and no Standardizations.

a. Chris Columbus Ave -> Christopher Columbus Ave = Standardization
b. Delaware Ave -> Christopher Columbus Ave = Alias

SUPPLEMENTAL DOCUMENTATION

City of Philadelphia Street Name Issues August 10th 2016

List of street name variations between USPS, Street Centerlines, and OPA

OPA Address Standardization Issues August 2016 CD

List of all the variations between the Passyunk parser and OPA addresses

Street Name Variations May 2016

Slide deck of Street Name variations across systems and street signs.
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APPENDIX A — OFFICE OF PROPERTY ASSESSMENT SUFFIX FIELD

FROM OPA PROPERTY CD DATA DICTIONARY — 2016 CERTIFIED VALUES
PAGE #4 - SUFFIX FIELD

This is an extension of the address. In past years, because of improper planning, no space may have

been left between addresses or because the width of the lot was narrow, an address with % was
created. This is no longer permitted.

The following are the only allowable codes for suffix:

2 - to indicate % in address (529)

R - to indicate Rear in address (2,111)

A - to indicate Air Rights (150)

S - to indicate Subterranean Rights (55)

M - to indicate Air Rights and Subterranean Rights on a given property. (0)
E — Encroachment (1)

L - Leasehold (34)

A specific location with multiple properties in the rear will be designated by using the unit number, not
the suffix. That is, a frontage property with three properties in the rear would have R1, R2 R3 in the unit

number. If there are multiple Air Rights (that is the splitting of the fee simple estate on a vertical basis)
they would be expressed as A-1, A-2, A-3 etc.

Office of Innovation and Technology - City Address Standards -v.06.26.2017 page 6





APPENDIX B — DEPARTMENT OF RECORDS DEED PARCELS SUF(SUFFIX) FIELD

DEPT. OF RECORDS DEED PARCEL DATABASE DOMAINS FOR SUF(SUFFIX) FIELD

Code Description

F Front

R Rear

2 1/2

A Air Rights

S Subterranean Rights
M Mixed (Sub and Air)
P Parking

G Garage

B TBDO1

C TBDO02

D TBDO3

L TBDO4

Q TBDO5

0 TBDO6

1 TBDO7

3 TBDO8

4 TBDO09

5 TBD10

6 TGD11
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1 Purpose
The City's standard non-functional requirements for IT systems ensure that information

systems are resilient and secure so that the City's information is safeguarded, and its staff
can continue operations (as supported by IT systems) in the event of a disaster.

2 Scope
All city systems are in scope to be reviewed for compliance with this standard.

3 Policy

Reserved

4 Standards

The non-functional requirements listed below must be included in the requirements
sections of documents that specify other system or business requirements. These
documents include RFX’s.

These requirements must also be adhered by vendors who are developing software for the
City, system implementors, and City staff who are developing software for the City.
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4.1 City Standard Non-Functional Requirements

All systems and applications must meet the following "non-Functional" requirements:

Required For:

City Hosted Vendor Softwareasa | Custom App
Requirement Description COTS Managed Service
/Hosted
If the system is server-based, it must be Yes Yes No Yes, but prefer
compatible with the latest stable release of containers or
Standard Microsoft Windows Server as defined by serverless
Operating Microsoft, or an approved Linux distribution
System (currently Centos 7 and Ubuntu 18.04). If the
Compatibility | system has a thick client, it must be
compatible with the latest stable release of
Microsoft Windows and Mac OS.
If a database is deployed on-premises or in a Yes Yes No Yes
Standard . . .
City-owned cloud environment, it must be
Database . .
Compatibility cqmpatlble with the latest stable release of
Microsoft SQL Server, PostgreSQL, or Oracle.
General Technical Standards 3






Required For:

Requirement

Description

City Hosted
COTS

Vendor
Managed
/Hosted

Software as a
Service

Custom App

Monitoring

The system has the ability to be monitored to
provide metrics that can prevent outages and
must provide immediate alerts in case of an
outage in any system component. Alerting
must be interoperable with third-party
software (e.g. Pager Duty) via webhooks.

Yes

Yes

Covered by
SLA

Yes

Browser
Support

The system has been tested to work with the
latest versions of popular web browsers,
including mobile device browsers.

Yes

Yes

Yes

Yes

Tested

The system has a documented test plan and
functional testing is conducted on every
update, and has full test suite (smoke,
integration, etc.) performed on every release.
The system must have a dedicated test
environment where all testing occurs.

Yes

Yes

Covered by
SLA

Yes
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Required For:

Requirement

Description

City Hosted
COTS

Vendor
Managed
/Hosted

Software as a
Service

Custom App

Web-Based
APls

The system's components communicate via
web-based APIs wherever possible. The
system's business data must preferably be
available via a secure API call. APIs should be
authenticated and use a role-based
authentication mechanism. APIs should be
versioned, and as new versions are released
adequate time must be given for conversion
before older versions are retired.

Yes

Yes

Yes

Yes

Secure

The City expects hosting providers to be able
to produce a clean SOC2 for non-financial
data. The City's security policies are based on
NIST 800-53 Rev 4. The system must pass a
penetration test to the City's satisfaction, be
monitored for security events by the system
owner, and ISG must be notified of any
malignant events.

Yes

Yes

Yes

Yes
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Required For:

Requirement

Description

City Hosted
COTS

Vendor
Managed
/Hosted

Software as a
Service

Custom App

Authentication

For City Users: The system supports
authentication using SAML 2.0 or OAuth 2.0 -
OpenlID Connect via Microsoft Azure Active
Directory.

For External Users: The system supports
authentication using SAML 2.0 or OAuth 2.0 -
OpenlID Connect, via the City’s login.phila.gov
platform. The system should use
login.phila.gov if the solution includes public
login.

Yes

Yes

Yes

Yes

Multifactor
Authentication

The system provides Multi-factor
authentication as per the City MFA Policy.

Yes

Yes

Yes

Yes

Access Control

Access to data and administrative functions is
segmented based on a user's role.

Administrative privileges are just-in-time,
session based, or assigned to dedicated
privileged account(s)

Yes

Yes

Yes

Yes
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Required For:

City Hosted Vendor Software asa | Custom App
Requirement Description COTS Managed Service
/Hosted
Application and server logs are searchable, Yes Yes No Yes
Logging accessible, and stored in a discrete fault-
tolerant location.
, The system can be recovered within the No, best effort Yes Yes Yes
Disaster . . )
Recover Recovery Time Objective and to a Recovery applies
y Point defined by the business stakeholders.
Internal: Internal: Internal: Yes
Web User interfaces meet WCAG AA 2.1 Standards. Recommended | Recommended | Recommended
Accessibility https://www.w3.org/TR/WCAG21/ Public Facing: | Public Facing: | Public Facing:
Yes Yes Yes
Software should have localization features for Internal: Internal: Internal: Internal:
the following recommended languages: Recommended | Recommended | Recommended | Recommended
Localization Spanish, Simplified Chinese, Vietnamese,
Creole, Swahili. Yes Yes Yes Yes
General Technical Standards 7
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Required For:

City Hosted Vendor Software asa | Custom App
Requirement Description COTS Managed Service
/Hosted
The system’s ornamentation, including Yes Yes Yes Yes
User branding, color schemes, look-and-feel, and
Experience navigation schemes et. al. should to adhere to
City Digital Standards. standards.phila.gov
Documentation for administrators and end- Yes No No Yes
users is provided. Administrator
System documentation includes instructions for
documentation | deploying, maintaining, and auditing the
system for security events such as
unauthorized access.
Documentation must clearly identify Yes Yes Yes Yes
integrations, including data sets transferred,
Interface
.| frequency and schedules of flows,
documentation .
mechanisms and protocols of transfer, and API
services used and offered to others
General Technical Standards 8
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Required For:

Requirement

Description

City Hosted
COTS

Vendor
Managed
/Hosted

Software as a
Service

Custom App

Data
documentation

The solution design should identify data
managed by the solution that is considered
‘system-of-record’, data that is duplicated from
other sources and offered to others as
‘authoritative sources’, and data that
integrates with any master data management
processes.

Yes

Yes

Yes

Yes

User Analytics

The software must provide web page use

analytics, such as user interactions, time spent
on a page, and site referrals, etc., or otherwise
be able to integrate with an analytics package.

Yes

Yes

Yes

Yes

SLA

The system must be available at least 99.9% of
the time, or higher if there is a business

need. Deploying updates to the system
should not cause downtime outside of those
scheduled and documented as part of a
Service Level Agreement.

No, best effort

Yes

Yes

Yes
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Required For:

Requirement

Description

City Hosted
COTS

Vendor
Managed
/Hosted

Software as a
Service

Custom App

Encryption

Data is encrypted in transit and at rest using
contemporary standards such as TLS and AES.
For appropriate regulated data (e.g. CJIS) the
City should have the ability to manage the
encryption keys.

Yes

Yes

Yes

Yes

Remote
Worker
Friendly

Users should not have to log on to the City's
VPN in order to establish a secure connection
to an application. The system should be able
to operate on internal networks and securely
over the Internet.

If the above is not possible, the system should
be offered on Virtual Desktop Infrastructure
(VDI) that has secure communications with
the system and is segmented appropriately
from the end users’ PC.

Yes

Yes

Yes

Yes

General Technical Standards
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Required For:

Shared
Services

services to avoid duplicating

capabilities. These include, but are not limited
to:

e OIT Middleware such as DataBridge
and Software AG Webmethods

e Active Directory

e Monitoring (Solarwinds, CloudWatch)

e Enterprise VxRail or AWS hosting
environments

e Enterprise Database environment

A full list of shared services is available via
hyperlink at the end of this document and can
be exported in MS Word format to share
externally as needed.

City Hosted Vendor Software asa | Custom App
Requirement Description COTS Managed Service
/Hosted
The system must use applicable OIT shared Yes Yes Yes Yes

General Technical Standards
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Additional requirements for custom apps:

Deployable

At least 2 City staff members must know how to deploy the application.

The deployment process is documented.

Cl/CD

The application has Cl and CD in place.

Version Control

e Source code for the application is uploaded to version control
environment (Github).
e The app has a supported branching strategy.

o Either a fully native version of the app must be developed or a

Documentation

Mobile fully responsive version.

e Applications must be developed "mobile first."

o Documentation exists and covers at least the following:
Developer o how to develop the app locally.

o how to deploy the app.
o how to debug the app.

Repository

o City Github account
e City NPM account
e City Terraform Enterprise account

General Technical Standards
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5 Roles and Responsibilities

Writing Implementing Using Auditing
OIT Enterprise IT Leadership City staffin a IT Leadership
Architecture Procurement role
OIT Software Software Engineers
Engineering

Vendors and
Implementors

Staff writing RFIs and
RFPs

All City staff responsible for decision-making regarding procuring or developing

information systems are responsible for implementing this policy as criteria in their work —
including RFP documents, vendor system selection, system assessments/reviews, and
system design.

6 Compliance

If OIT, through its process for reviewing IT implementations, finds a system to be non-
compliant, OIT reserves the right to:

e temporarily halt or permanently cancel implementations

e remove associated systems and assets from the City's network

e order hosting and SaaS providers to quarantine or shut down associated assets
e suspend any accounts associated with the system

e perform a security review or forensic analysis on the system, and/or

o take further action as needed.

Personnel that violate this Policy may be subject to disciplinary action, up to and including,
termination of employment, in accordance with the disciplinary policies of his or her
agency and, for personnel represented by the Fraternal Order of Police, International
Association of Fire Fighters, District Council 47 or District Council 33, the terms of the
applicable collective bargaining agreement.

If a City contractor or third party user knowingly or negligently commits or permits a
material violation of this policy, the City may terminate the contract in accordance with its
terms, and/or terminate the contractor’s or third party user’s access to City information
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systems and information, in addition to any legal or remedial actions the City may take to
enforce and protect its interests.

7 Guidance

The table of City Standard Non-functional Requirements must be used as an RFX Appendix.

The list of OIT Shared services is provided as an example and must be changed depending
on the type of solution sought. For example, a GIS based solution must list ArcGIS. Refer
to OIT Shared Services in the Additional Resources section below for a full list.

8 Waivers

Waivers may be requested from the Compliance Office by submitting a justification based
on:

e Substantive business case need(s)
¢ Demonstration of, or a proposal for, establishment of adequate compensating
controls that provide a suitable alternative to the mandated protection

The Compliance Office will coordinate with the authorizing bodies within OIT to issue a
decision on a waiver for sufficient reasons exercising judgment in the best interests of the
City.

The Compliance Office shall maintain the central repository of all waivers.

9 Definitions

Terms defined in this policy shall have the meanings in this policy that are here provided.
Terms not defined in this policy shall have the meanings contained in City Policies and
Standards Glossary of Terms.

10 Authority

City of Philadelphia Executive Order no. 12-11

11 Related Links

OIT Shared Services: https://phila.city/display/ea/OIT+Shared+Services
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City Digital Standards: standards.phila.gov

City of Philadelphia Web Accessibility Policy

WCAG AA 2.1 Standards: https://www.w3.org/TR/WCAG21/

12 Change Log

Version No. Date Author Description
1.0 8/26/2020 Regis Shogan Initial Version
1.1 1/28/2021 Regis Shogan Added Remote
Worker Friendly
Requirement
1.2 10/7/2021 Regis Shogan Annual review
1.3 12/1/2021 Dan Lopez & Regis | Add External User
Shogan Authentication.
Update Shared
Services examples
1.4 1/12/2022 Regis Shogan Add Encryption
1.5 1/13/2022 Regis Shogan Add interface
documentation and
data documentation.
Generic Updates
1.6 4/7/2022 Regis Shogan Added matrix for
internal / vendor
managed / Saas /
Custom
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13 Approval

By direction of the Chief Operating Officer:

(Signed original copy on file)

Sandra Carter

Chief Operating Officer
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Date
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Office of
Innovation & Technology Section 4

CITY OF PHILADELPHIA DIGITAL STANDARDS

http://standards.phila.gov/

Philadelphia’s digital standards provide the design, code, and content guidelines
for City websites. These standards were created by the Office of Open Data and
Digital Transformation for people who are designing, creating, and writing for the
City of Philadelphia. Standards allow as many people as possible to access City
information. Standards also help outside vendors and individual departments,
offices, commissions, and agencies create a consistent identity for the City of
Philadelphia.

These standards are divided into guides for:
« Design and Development: the visual branding elements and tools that
define how City websites should look and function.
« Content: all the information you need to write for City websites.
« Analytics: as part of the City’s commitment to open data, we employ a
Unified Web Analytics Strategy and have included the necessary code
for employing it.

Please review the guides and technical details at http://standards.phila.gov/




http://standards.phila.gov/

http://standards.phila.gov/

http://standards.phila.gov/

http://standards.phila.gov/



Section 5

CITY OF PHILADELPHIA
WEB CONTENT ACCESSIBILITY STANDARDS

All sites produced by vendors for the City, regardless of the hosting
environment, shall conform to the WCAG 2.1 AA Accessibility
Guidelines. Click Link to view




https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.w3.org%2FTR%2FWCAG21%2F&data=02%7C01%7CLatisha.Branch%40phila.gov%7C7d34a0b41d4644e6a08208d7565998cd%7C2046864f68ea497daf34a6629a6cd700%7C0%7C0%7C637072815121112307&sdata=vRFPeZN%2BlHWBjD7R8gIK98n8RacepSxeHGbP4CG2pM4%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.w3.org%2FTR%2FWCAG21%2F&data=02%7C01%7CLatisha.Branch%40phila.gov%7C7d34a0b41d4644e6a08208d7565998cd%7C2046864f68ea497daf34a6629a6cd700%7C0%7C0%7C637072815121112307&sdata=vRFPeZN%2BlHWBjD7R8gIK98n8RacepSxeHGbP4CG2pM4%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.w3.org%2FTR%2FWCAG21%2F&data=02%7C01%7CLatisha.Branch%40phila.gov%7C7d34a0b41d4644e6a08208d7565998cd%7C2046864f68ea497daf34a6629a6cd700%7C0%7C0%7C637072815121112307&sdata=vRFPeZN%2BlHWBjD7R8gIK98n8RacepSxeHGbP4CG2pM4%3D&reserved=0

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.w3.org%2FTR%2FWCAG21%2F&data=02%7C01%7CLatisha.Branch%40phila.gov%7C7d34a0b41d4644e6a08208d7565998cd%7C2046864f68ea497daf34a6629a6cd700%7C0%7C0%7C637072815121112307&sdata=vRFPeZN%2BlHWBjD7R8gIK98n8RacepSxeHGbP4CG2pM4%3D&reserved=0
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Section 6

CITY OF PHILADELPHIA SECURITY ADDENDUM

This Security Addendum (“Addendum”) is attached to, incorporated into, and forms a part of, the
master service agreement, statement of work, vendor agreement, purchase order, or other terms
(the “Agreement”) under which the vendor identified in the Agreement (the “Provider”) provides
services to the City of Philadelphia (“City”) (each a “Party” and collectively the “Parties”). In
the event of any conflict between the terms of this Addendum, any other documents comprising
the Agreement, and any Business Associate Agreement (“City PHI Terms”) and/or Security
Addendum by and between the Parties, the conflict will be governed in the following order: (1)
the City PHI Terms; (2) this Addendum; (3) the Data Processing Addendum; and (4) the
Agreement.

WHEREAS City may provide access to or disclose information, records, documents, and data in
relation to the work required under the Agreement, including information about its business,
employees, and/or City, as well as Personal Information as that term is defined in the Pennsylvania
Breath of Personal Information Notification Act (as amended) (collectively, “City Data”) for the
purpose of receiving the Provider’s services under the Agreement; and

All City Data and the systems on which they reside must be protected in accordance with City
security and privacy documentation and system risk, to include, at a minimum, adequate
safeguards for the following:

Confidentiality, which means preserving authorized restrictions on access and disclosure,
based on the security terms found in this contract, including means for protecting personal
privacy and proprietary City Data;

Integrity, which means guarding against improper information modification or destruction,
and ensuring information non-repudiation and authenticity; and

Availability, which means ensuring timely and reliable access to and use of City Data.
NOW, THEREFORE, the Parties agree as follows:

1. FIPS 199. The Provider’s Services and Systems will be categorized by the City and managed
by the Provider based on the Federal Information Processing Standard (FIPS) Publication 199
of Low Impact, Moderate Impact, or High Impact.

2. Security and Privacy Governance. Provider shall maintain a cybersecurity program that
documents the policies, standards, and controls it uses that secure the information and
resources related to the Services. The documentation shall include organizational,
administrative, technical, and physical safeguards and standards appropriate to the size,
complexity, and scope of the activities, and the sensitivity of the City Data at issue.

3. Artificial Intelligence/Machine Learning Disclosure. The Provider must disclose if their
Services and Systems include embedded Artificial Intelligence (Al) and/or Machine Learning
(ML) components. If such technologies are utilized, the Provider shall provide documentation
detailing the Al frameworks employed and demonstrate adherence to relevant AI compliance
frameworks, such as the EU Al Act, NIST AI Risk Management Framework, ISO/IEC 42001
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(AI Management System), or other recognized Al governance standards. The Provider will
update relevant compliance documentation as changes occur and provide notice of any such
updates to the City.

4. Network Management.

a.

Asset Management. Provider will perform asset management of all end points, or
inventory, supporting directly or indirectly the System and City Data. End points
include but are not limited to: (i) servers, (ii) workstations, (iii) printers, (iv) cell
phones, (v) VoIP, (vi) AV devices, and (vii) physical security devices such as badge
readers and CCTV. The Provider will provide an asset inventory list to the City upon
request.

Host System Configuration. Provider has and will configure host systems according
to an industry standard, such as ISO 27001. Systems must be configured to function
as required and to prevent unauthorized actions. Provider will provide system
configuration documentation to the City upon request.

System Network Monitoring. Provider must maintain an up-to-date continuous
monitoring program performing a systematic approach for ongoing surveillance,
analysis, and evaluation of the System’s security posture and activities. Provider has
and will develop and implement an automated process to review and correlate log
alerts and security events regularly for all System components in order to identify
anomalies or suspicious activity. The review and correlation of log alerts and security
events shall include but is not limited to: (i) all security events; (ii) logs of all critical
System components; (iii) all privilege access, and (iv) logs of all servers and System
components that perform security functions. Server and System component logs must
include, but are not limited to, Firewalls, Intrusion Detection Systems (IDS), Intrusion
Prevention Systems (IPS), Endpoint Detection & Response (EDR), and authentication
servers (e.g., Active Directory domain controllers, RACF). Upon request, the Provider
will provide evidence of continuous monitoring activities, including results of the
monitoring.

Network Controls. Provider must ensure that all data and communications networks
are secured to ensure the protection of City Data. All Provider Systems must remain
up to date to the current release and be actively monitored with patches promptly
installed.

Encryption. Provider will encrypt all City Data in transit, in process, and at rest using
an encryption solution that meets, at a minimum, Advanced Encryption Standard-256
(AES-256) and Transport Layer Security (TLS) 1.3, or the most secure encryption
algorithm available. Provider shall maintain key management practices to safeguard
encryption keys used for data handling.

Remote Access. Remote access to a network containing City Data or access to City
systems will be done via a secure connection with an authentication mechanism
approved the City. All extranet connectivity into the City systems will be through
City-approved and authorized secure remote connections. If remote access is provided
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by the City, the Provider is responsible for implementing logging and monitoring
mechanisms to track remote access activities. Provider will furnish the City access to
the logs upon request.

Access Control. Provider will restrict access to City Data to only authorized
individuals to ensure that (i) only authorized individuals are permitted access to
business applications, systems, networks, and computing devices containing City
Data; and (ii) user access is scoped to the least privilege required to complete their
assigned duties. Provider will review privileged user access, at a minimum, every
three (3) months, and non-privileged users, at a minimum, every six (6) months.

Passwords and Multi-Factor Authentication. The Provider will adhere to all City
Identification and Authentication requirements outlined in the Password Standards at
a minimum. Provider personnel will use unique passwords that must remain
confidential and will not be shared between Provider’s employees, contractors, or
third-party users. All access shall require the Provider to use a multifactor
authentication method when accessing City Data and City systems and networks.

Malware Controls. Provider shall ensure the System is protected with up-to-date anti-
malware and endpoint detection and response (EDR) software. At all times during the
provision of any Services, Provider will make reasonable efforts to ensure that all
Services do not contain malicious software or malware. This includes regular
scanning, monitoring, and updating of signatures and definitions to safeguard against
emerging threats. The City reserves the right to request evidence of implementation
and findings.

Vulnerability & Threat Management. Provider will ensure a vulnerability
management program exists to identify and eliminate vulnerabilities and threats that
could be exploited by malware or other technical methods (e.g., exploitation through
technical vulnerabilities). The Provider’s program will include, at a minimum, regular
vulnerability and compliance scanning, independent penetration testing, and threat
intelligence analysis. Upon the Provider’s identification of vulnerabilities or threats,
the Provider shall promptly implement appropriate measures. This includes but is not
limited to: (a) vulnerability remediation; (b) software and firmware updates and
patching; and (c) hardware maintenance. The Provider will not utilize software or
hardware that is End of Life (EOL) and will implement appropriate security packages
to remain in compliance.

Data Backups. To ensure the ability to restore the availability and access to City Data
in a timely manner in the event of a physical or technical incident, Provider will ensure
that backups of essential information and software, and in particular any City Data,
are performed on a regular basis, according to a defined cycle in accordance with
Provider’s internal policies and industry best practices, but no less than every 48 hours
or as directed by the City in writing. Provider will work with the City to determine
the Recovery Time Objective (RTO), Recovery Point Objective (RPO), and Maximum
Tolerable Downtime (MTD) for the City’s Data and system. The City reserves the
right to require more frequent backup frequencies based on the criticality of the City’s
Data and System. Provider shall establish alternate and/or separate storage sites to
ensure availability and accessibility of City Data. Provider shall test the backup
process at least quarterly.
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1. Secure Destruction. Provider will implement methods of destruction that are based
on the type of media, including physical, paper-based media; physical, digital media;
and electronic, digital data. Provider will securely destroy sensitive information and
maintain documentation of such destruction.

m. Virtualization & Cloud Solutions. If Provider utilizes a cloud solution, Provider will
adhere to the same security principles required by this Addendum and applicable
government regulations, laws, or directives, including data protection laws, as used
throughout Provider’s enterprise.

5. Testing. Provider will regularly, and in any event at least annually or as changes occur, test,
assess, evaluate, and document its compliance with this Addendum to ensure that the measures
identified herein are effective for the security of the processing of City Data. The City reserves
the right to require independent assessments for some or all categories of required testing.
Upon request by the City, Provider will provide City with all final test plans, results, and
working papers.

6. Physical Security. Provider will actively manage the physical security controls and ensure all
buildings throughout Provider’s enterprise that house critical IT functions (e.g., data centers,
network facilities, and key user areas) and store, process, or transmit City Data are physically
protected from unauthorized access. These physical security controls should follow security
best practices.

7. Security Incident. If Provider has knowledge of any suspected or actual access, destruction,
loss, theft, use, modification, or disclosure of City Data that is by an unauthorized party or in
violation of the Agreement and/or applicable local, state, or federal law (a “Security Incident”
or “Incident”), Provider will report such Security Incident to City immediately, and in any
event not later than twenty-four (24) hours upon becoming aware of the Security Incident.
Provider will comply with any and all Security Incident provisions of the Agreement, including
without limitation with respect to notifying and cooperating with the City, responding to the
Security Incident, remediating the Security Incident, and assisting the City in complying with
its regulatory obligations provided that, if the Agreement does not specify Provider obligations
in the event of a Security Incident, Provider will comply with the following:

a. Notify the City immediately following discovery, but no later than twenty-four (24)
hours, of becoming aware of such Incident. Provider’s report shall identify:

1.  the nature of the unauthorized access, use, or disclosure;
ii.  the City Data accessed, used, or disclosed;

iii. the person(s) who accessed, used, disclosed, and/or received protected
information (if known);

iv. what Provider has done or will do to mitigate any deleterious effect of the
unauthorized access, use, or disclosure; and

v. what corrective action Provider has taken or will take to prevent future
unauthorized access, use or disclosure.

b. In the event of a Security Incident, Provider shall keep the City informed regularly of
the progress of its investigation and provide updates to any information provided to
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the City as Provider becomes aware of new or changed information until the
uncertainty is resolved.

Provider shall coordinate with the City in its Security Incident response activities
including without limitation:

i.  Immediately preserve any potential forensic evidence relating to the Incident,
and remedy the Incident as quickly as circumstances permit;

ii.  Promptly (within two (2) business days) designate a contact person to whom
the City will direct inquiries, and who will communicate Provider responses
to City inquiries;

iii. Asrapidly as circumstances permit, apply appropriate resources to investigate,
document, and remedy the Incident, to restore City service(s) as directed by
the City, and to undertake other response activities, as appropriate;

iv.  Provide status reports to the City on Incident response activities, either on a
daily basis or a frequency approved by the City;

v.  Make all reasonable efforts to assist and cooperate with the City in its Incident
response efforts;

vi. Ensure that knowledgeable Provider staff are available on short notice, if
needed, to participate in City-initiated meetings and/or conference calls
regarding the Incident; and

vii. Cooperate with the City in investigating the occurrence, including making
available all relevant records, logs, files, data reporting, and other materials
required to comply with applicable law or as otherwise required by City.

Perform or take any other actions required to comply with applicable law as a result
of the occurrence, including by cooperating with the City in providing any notices to
the competent regulatory authority and the data subjects that the City deems
appropriate.

Use best efforts to recreate lost City Data in the manner and on the schedule set by
City without charge to City.

Provide to City a detailed plan within ten (10) calendar days of the occurrence
describing the measures Provider will undertake to prevent a future occurrence.

Provider shall retain and preserve City Data in accordance with the City’s instruction
and requests, including without limitation any retention schedules and/or litigation
hold orders provided by the City to Provider, independent of where the City Data is
stored.

Provider will not inform any third party of a Data Breach without the prior, written
consent of Client, unless required by applicable laws, and the City shall conduct all
media communications related to such Security Incident, unless in its sole discretion,
City directs Provider to do so.
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8. Audits.

a. Information Security Audit Reports. The City reserves the right to require Provider to
produce to the City, no more than one time per year, a SSAE 18, SOC 2, Type II Report,
and a SSAE SOC 1 audit report (“Audit Reports”) in accordance with the following
requirements: (a) the Audit Reports shall include a 365 day (12-month) testing period; and
(b) the Provider shall send the City the Audit Reports no longer than thirty (30) days after
they are received by Provider.

b. In addition to the above and any other City audit rights in the Agreement, Provider will,
upon ten (10) days’ prior written notice, contribute to audits during the term of this
Addendum by City or a third party designated by City to confirm Provider’s compliance
with this Addendum. The City, or its designated third party, shall conduct the audit during
normal business hours and without undue disruption to Provider’s business operations.
Audits shall be limited to once per year, unless: (i) Provider has experienced a Security
Incident within the prior twelve (12) months which has impacted City Data; or (ii) as
further required by a regulatory authority.

9. Cyber Insurance. Provider will maintain cyber insurance coverage during the term of this
Addendum in accordance with the Agreement, provided that, if the Agreement does not specify
cyber insurance coverage levels, Provider will maintain coverage in accordance with the
following:

a. Limit of liability: $2,000,000 per claim/aggregate.

b. Coverage: Information security and privacy liability that arise under this contract,
including, but not limited to: (i) data while in transit or in the possession of any third
parties hired by Contractor (such as data back-up services) to electronic system; (ii)
loss of damage to or destruction of electronic data breaches arising from unauthorized
access or exceeded access; (iii) malicious code, viruses, worms or malware; (iv)
electronic business income and extra expense as a result of the inability to access
website due to a cyber-attack or unauthorized access; or (v) Privacy Notification Extra
Expense Coverage (including credit monitoring expense).

c. Cyber Liability Insurance may be written on a claims-made basis provided that any
retroactive date applicable to coverage under the policy precedes the Effective Date of
the Agreement, and that continuous coverage will be maintained, or an extended
discovery period will be purchased for a period of at least two (2) years after expiration
or termination of this contract.

d. The City of Philadelphia, its officers, employees, and agents shall be named as
additional insureds.

10. No Offshoring. Provider and its subcontractors will not transmit, export, download, access,
store, or maintain any City Data beyond the borders of the United States without the City’s
prior, written consent. Provider shall not furnish services, software, or hardware from any
company or supplier located or based in a country identified as nation-state cyber actor by the
Cybersecurity and Infrastructure Security Agency or any successor agency.
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11.

12.

13.

Training. The Provider is responsible for completing all City required security and privacy
awareness training as general users, administrators, and/or role-based training, as appropriate.
The Provider will be required to complete training internally for all full-time employees and
support contractors who have indirect or direct access to City Data and Systems.

Third-Party Vendor Management. If Provider uses a third-party vendor for support services
including software and hardware to provide services to the City, Provider is responsible for
verifying and reporting that the third-party vendor is in compliance with this Addendum. The
City reserves the right to pre-approve all third-party vendors prior to usage and to require
evidence that the Provider has performed due diligence and due care in safeguarding the City
Data and system by enforcing this Addendum. The Provider is responsible for reporting the
third-party’s compliance with this Addendum at least on an annual basis, or when changes
occur.

Data Ownership. The City requires perpetual and unfettered access to its business data in an
open and agreed upon format, and by agreed upon access methods for the duration of the
Agreement. The City requires extended System access after expiration or termination of the
Agreement to retrieve City Data. A minimum period of 180 days of access for data retrieval
after contract expiration is required, though a shorter period may be acceptable if the Provider
can facilitate data extraction on the City’s behalf. Following data extraction by Provider or
upon notice by the City, Provider will immediately destroy any copies of any City Data that
remain in its possession as described in Section 3.1, above.

The City reserves the right to require documentation to aid in reconstructing data objects and

relationships. This documentation should include:

a. A Data Dictionary describing data Attributes, Acceptable Values, Field Types, Data
Structures, Primary Keys, Foreign Keys, and any other key information regarding the data.

b. Data Architecture documents including entity relationship diagrams documenting
semantic and logical data relationships.

14. Definitions.

a. Services — Services means the services furnished by the Provider under the Agreement.
b. System — System means the servers, network devices, software, computers, and other
equipment, if any, used by the Provider to furnish Services under the Agreement.

7
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Provider Agreement - CIS Implementation.pdf
Contract Number [Month Year], [ XX/xx]
City of Philadelphia
[Department Name]

PROVIDER AGREEMENT

Computer and Information Services: Implementation

THIS PROVIDER AGREEMENT is executed on , and effective
[as of] ,20 _, between The City of Philadelphia (the “City”), through its

[Department Name] (the “Department”), and [Provider Legal Name] (“Provider”).

BACKGROUND

The City and Provider desire that Provider furnish to the City the Services and Deliverables
specified in Exhibit PA-1 and any attachments thereto (hereinafter, collectively referred to as
“Exhibit PA-17), and elsewhere in the Contract Documents, in accordance with the provisions of
this Provider Agreement, the City of Philadelphia Professional Services Contract General
Provisions for Computer and Information Services, as revised (the “General
Provisions”™), and all of the other documents and exhibits that constitute the Contract Documents
and the Contract as those terms are defined in the General Provisions. A copy of the General

Provisions is attached and incorporated in the Contract by reference.
Accordingly, intending to be legally bound, the City and Provider agree as follows:

ARTICLE I: GENERAL TERMS

1.1  Incorporation of Background. The Background is incorporated by reference.

ARTICLE II: DEFINITIONS

The following terms shall have the meanings set forth herein. Capitalized terms
not otherwise defined herein shall have the meanings set forth in the General Provisions or in the

text of this Provider Agreement.

2.1 City User(s).

“City User(s)” means the City’s employees, agents, consultants and/or contractors

whose duties require that they use and/or have access to the Services or Deliverables.
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2.2 CPU, Computer.

“CPU” or “Computer” means computer Central Processing Unit.
23 Data Breach.

“Data Breach” means any access, destruction, loss, theft, use, modification or
disclosure of City Data as defined in Section 17.2 by an unauthorized party, or that is in violation
of the Contract and/or applicable local, state, or federal law.

2.4  Deliverables.
“Deliverables” means, collectively, the tangible items of work, as described in
Exhibit PA-1 and elsewhere in the Contract, that Provider is required to furnish as part of its
performance of the Contract, including, without limitation, all Software, Documentation, designs,
reports, documents, and Materials required under this Provider Agreement.

2.5 Documentation.

“Documentation” means technical manuals, user’s manuals, and other manuals and
information published by Provider for the Software, including, without limitation, such manuals
and information that are set forth in Exhibit PA-1.

2.6  Materials.

“Materials” means, collectively, any and all materials and work product, tangible
and intangible, prepared or developed by Provider in connection with the Contract, or for Provider
by a Subcontractor in connection with the performance of the Contract , including but not limited
to reports, records, documents, documentation, information, supplies, plans, original drawings,
specifications, computations, sketches, renderings, arrangements, videos, pamphlets,
advertisements, statistics, data, computer tapes, and software.

2.7  Milestone.

“Milestone” means the Services and/or Deliverables comprising a milestone set
forth in the Milestone Payment Schedule.

2.8  Milestone Payment Schedule.

“Milestone Payment Schedule” means the milestone payment schedule attached as
Attachment A to Exhibit PA-1.

2.9 Services.
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“Services” means the professional services and other services and work to be
furnished by Provider under this Contract, as specified in Exhibit PA-1 and elsewhere in this
Contract.

2.10 Software.
“Software” means the computer software, if any, to be furnished by Provider under

this Contract, as set forth in Exhibit PA-1 and elsewhere in this Provider Agreement.

ARTICLE IIl: TERM: TIME OF PERFORMANCE

3.1 Initial Term.
The Initial Term of this Contract starts , and expires

, or such earlier date as the City may determine in accordance with Articles X

(Events of Default), XI (Remedies) and XII (Termination) of the General Provisions. In no event
shall the Initial Term be longer than twelve (12) months.
3.2 Additional Term(s).

The City may amend this Contract in its sole discretion in accordance with Section
2.2 (Additional Terms) of the General Provisions. Except as stated otherwise in Exhibit PA-1 or
elsewhere in this Provider Agreement, the terms and conditions applicable during the Initial Term
shall be applicable during any Additional Term.

3.3 Time and Schedule for Performance.

Provider shall commence performance of the Contract on the date specified in the
City’s Notice to Proceed (“Notice Date”), and shall complete all Services and furnish all

Deliverables within ( ) weeks following the Notice Date. Provider shall carry out

the work in accordance with the Schedule of Performance set forth in Exhibit PA- .

ARTICLE IV: SERVICES AND DELIVERABLES

4.1 Services and Deliverables.

Provider shall perform and furnish the Services and Deliverables (as defined in the
General Provisions and this Provider Agreement) that are described in Exhibits PA-1 and PA-
in strict accordance with the descriptions of functionality and performance set forth in such
Exhibit(s); the specifications, documentation, and other standards of performance set forth therein,

and the Warranty Standards, as defined in Article VII (Warranty), below.
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4.2 Departmental Guidelines.

All Services and Deliverables shall be performed in accordance with the

Department Guidelines (if any) set forth in Exhibit PA- .

ARTICLE V: COMPENSATION

5.1  Amount.

(a) As total compensation for all Services and Deliverables required under the
Contract and accepted by the Responsible Official pursuant to Article VIII (Acceptance) below,
the City covenants and agrees to pay to Provider: $#,###, ###.##. Provider’s compensation shall
include all charges for shipping and delivery of the Software, Documentation, and Deliverables at
the City location designated in Exhibit PA-1.

(b)  Notwithstanding anything in this Contract to the contrary, the Office of the
Director of Finance may not certify payments for Services and Deliverables during the Initial Term
or Additional Terms that in total exceed $#,###, ### ## per term.

5.2 Manner of Pavment.

(a) Payment shall be made after Provider’s timely submission of invoices to the
Responsible Official, in the number, form, and content acceptable to the Responsible Official,
accompanied by such additional supporting data and documentation as the Responsible Official
may require. All payments to Provider are contingent upon satisfactory performance of the terms
and conditions of this Contract. Payments shall be made in accordance with the Milestone Payment
Schedule attached as Attachment A to Exhibit PA-1. Payment shall not be due or owing from the
City to Provider for any of the Services and/or Deliverables comprising a Milestone, as set forth
in the Milestone Payment Schedule, unless or until the City has issued its written statement of
Conditional Acceptance for the Milestone in accordance with Section 8.1, Conditional
Acceptance. Provider shall submit its final invoice not more than sixty (60) days from completion
of the Services and delivery of Deliverables.

(b)  All payments to Provider shall be by deposits into Provider’s designated
bank account by electronic means, unless the City, in its sole discretion, makes payment by check.
Provider agrees that the City need not make payment until Provider has completed and submitted
to the City the appropriate electronic payment processing enrollment form at https://vendor-

payments.phila.gov/login. Only the individuals identified by Provider as authorized to execute
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contracts and change financial and banking information on behalf of Provider will be eligible to
receive passwords, which shall be in Provider’s sole control. Provider must immediately confirm
all changes to banking information by emailing voucherverification@phila.gov and the
Department and by giving notice to the Department. The City may delay new payments until the
Department has confirmed the validity of the change. Provider, and not the City, shall be solely
responsible for any City payment following the unauthorized use of a Provider password.

(c) The City reserves the right to withhold or offset against any funds payable
to Provider for any invoice for which the Responsible Official asserts a discrepancy exists or for
Provider’s failure to satisfactorily perform the terms of the Contract, as determined solely by the
City.

5.3 Retainage for Contract Compliance.

The City shall retain twenty (20) per cent of each payment due to Provider until all
Services and Deliverables are completed in accordance with the Contract and are Finally Accepted
by City in accordance with Article VIII (Acceptance), below. All such retained amounts shall
become due and payable thirty (30) days following such Final Acceptance.

ARTICLE VI: LICENSE; CONDITIONS OF USE: TITLE

6.1 Power to License.

Provider represents and covenants that it has full power and authority to grant the
rights granted by this Contract to the City with respect to all Software and other Deliverables
furnished, without the consent of any other person or entity, and that such rights are irrevocable.

6.2  License.

Subject to the terms and conditions of this Contract, and except as stated otherwise
in Section 7.5 below, Provider hereby grants, and shall require its Subcontractors to grant, to the
City a perpetual, non-exclusive, non-transferable, royalty-free license to use all Software,
Documentation, and other Deliverables that are proprietary to Provider or to a Subcontractor
(collectively, the “Provider’s Licensed Products™).

6.3 Third Party Licenses.

Subject to the terms and conditions of this Contract, and except as stated otherwise
in Section 7.5 below, Provider agrees to furnish to the City a perpetual, non-exclusive, non-

transferable, royalty-free license(s), in the City’s name, to the following Software, Documentation,
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and Deliverables that are proprietary to third parties (collectively, the “Third Party Licensed
Products™):

6.4 Conditions of Use.

Provider represents, and the City acknowledges such representation, that the
Provider’s Licensed Products and Third Party Licensed Products (collectively, the “Licensed
Products”) contain valuable proprietary information. Except as stated otherwise in Exhibit PA-1,
the City’s use of the Licensed Products shall be subject to the following conditions:

(a) Use of the Software shall be restricted to the number of CPU(s), the City
location(s), and/or the number of concurrent users designated in Exhibit PA-1; provided that if
such restrictions are not expressly stated in Exhibit PA-1, the City may use the Software on any
CPU and at any location of its choosing, by an unlimited number of concurrent users.

(b) The City will not (1) change or remove Provider’s insignia, lettering, or
copyright or other restrictive legends from the Software or Documentation; (2) without Provider’s
written permission, use Software or Documentation for preparing the same or similar software, or
reverse engineer, decompile or disassemble the Software; or (3) sell or lease the Software or
Documentation to, or permit its use by, any party other than the City Users. Subject to the
foregoing, the City agrees, to the extent permitted by law, to maintain the confidentiality of the
Software and Documentation.

(c) The City may copy the Software and Documentation for safekeeping or
backup purposes; may make additional copies of the Software for use by the City Users as provided
in Exhibit PA-1; and may make additional copies of Documentation for use by the City Users.

(d) The City may modify the Software and/or combine the Software with other
software; provided, however, that those portions of the derivative software incorporating software
subject to the conditions of use set forth in this Article VI shall be subject to the same conditions
of use.

6.5 Title;: Ownership of Materials.

(a) Title and copyright to all Licensed Products and any reproductions thereof

shall remain with Provider, or where not proprietary to Provider, with the person(s) or entity(ies)
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that have title and copyright thereto.

(b) All Software, Documentation, Deliverables and Materials provided under
this Contract, other than the Licensed Products and including, without limitation, the Software,
Documentation and Deliverables identified in Section 6.5(c), shall be the sole and absolute
property of the City and the City shall have all right, title, and interest thereto (including, without
limitation, copyright, trademark, service mark, patent, trade secret, and all other intellectual
property rights) and unrestricted use thereof. To the extent that any Software, Documentation,
Deliverables and/or Materials, other than Licensed Products, developed by or for Provider embody
a copyrightable work (including, but not limited to, a “compilation” as that term is used in 17
U.S.C. §101, as amended), the City and Provider agree that such copyrightable work(s) shall be
considered as one or more “works made for hire” by Provider for the City, as that term is used in
17 U.S.C. §§101 and 201(b), as amended. To the extent that any Software, Documentation,
Deliverables and/or Materials, other than Licensed Products, developed by or for Provider embody
one or more copyrightable works but are neither a “compilation” nor any other form of “work
made for hire,” Provider hereby assigns, and agrees to execute instruments evidencing such
assignment, all copyrights in all of such works to the City. All the foregoing terms and conditions
of'this Section 6.5(b) shall apply to all Software, Documentation, Deliverables and Materials, other
than Licensed Products, furnished to Provider by a Subcontractor (in this Article VI only, the
“Subcontractor Deliverables”). Provider shall obtain from its Subcontractors the assignment of all
copyrights and other rights in the Subcontractor Deliverables that may be necessary for Provider
to comply with all terms and conditions of this Section 6.5(b) with respect to the Subcontractor
Deliverables.

(c) Software, Documentation, Deliverables and Materials owned by the City

include, but are not limited to:
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ARTICLE VII: WARRANTY

7.1 Warranty; Warranty Standards.

For a period of twelve (12) months following the City’s Final Acceptance of the
Software in accordance with Article VIII (“Acceptance”) below, Provider warrants that all
Software, Documentation, other Deliverables, and Services shall be free from material defects and
errors and shall function together as an integrated system in conformance with (1)-(5) following
(collectively the “Warranty Standards™): (1) the descriptions of functionality and performance and
all other standards of performance set forth in Exhibit PA- and elsewhere in the Provider
Agreement; (2) the Documentation; (3) Provider’s most current specifications for the Software;
(4) any applicable design documents prepared by Provider under the Contract, as approved and
accepted by the City; and (5) all acceptance and/or test criteria or standards of performance
specified in Article VIII (Acceptance) below, and or in Exhibit PA- , including, without
limitation, any such criteria or standards of performance set forth in any “Test Plan(s)” (as defined
in Article VIII (Acceptance) below) that are accepted and approved by the City. Provider further
warrants that all Software shall be fully compatible with the following software and hardware and
shall operate in accordance with the Warranty Standards in combination with such software and

hardware:

7.2 Defects and Errors.

(a) During the Warranty Period, Provider shall furnish materials and Services
necessary to correct material defects and errors in the Software Documentation or Deliverables
and cause it to operate in accordance with the Warranty Standards at no additional cost to the City.
Provider shall exercise its best efforts to correct errors, defects, and non-conformances with the
Warranty Standards within forty-eight (48) hours following notice by the City, which notice may
be by telephone, email, or facsimile in accordance with Section 19.1 (Notice) below, or by any
other electronic means made available by Provider (such as a portal) for the purpose of reporting
issues. If the last day of the Warranty Period falls on a Saturday, Sunday, national holiday, or City
holiday, the Warranty Period shall be deemed to be extended until midnight of the next business
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day.

(b) For purposes of this Article VII, a “material” defect or error shall be any
defect, error, or failure to conform to the Warranty Standards that prevents the completion of City
business functions or processes using or relying on the Software, or that prevents the performance
of functions or features of the software on which the City business functions or processes depend.

7.3  Limitation.

THE FOREGOING WARRANTY IS MADE EXPRESSLY IN LIEU OF ALL
OTHER EXPRESS AND IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, ANY IMPLIED WARRANTY OF FITNESS FOR A PARTICULAR
PURPOSE OR OF MERCHANTABILITY; PROVIDED, HOWEVER, THAT NOTHING
CONTAINED IN THIS ARTICLE VII SHALL LIMIT OR ALTER PROVIDER’S
INDEMNIFICATION AND OTHER OBLIGATIONS PROVIDED IN ARTICLE VIII
(INDEPENDENT CONTRACTOR; INDEMNIFICATION; LITIGATION
COOPERATION) OF THE GENERAL PROVISIONS AND ARTICLES XVI (PATENT,
COPYRIGHT AND OTHER PROPRIETARY RIGHTS INDEMNITY) AND XVIII
(CENTURY DATE STANDARD) AND SECTION 6.1 (POWER TO LICENSE) OF THIS
PROVIDER AGREEMENT.

ARTICLE VIII: ACCEPTANCE

8.1  Acceptance.
(a) Conditional Acceptance. Within thirty (30) days following Provider’s

completion of all Services and Deliverables comprising a Milestone set forth in the Milestone
Payment Schedule, the City shall issue its written statement of Conditional Acceptance to Provider
for the Milestone, provided that all such work comprising the Milestone conforms to the Warranty
Standards as defined in Article VII (Warranty) above and successfully completes all applicable
Conditional Acceptance Tests (as defined in Section 8.1(c) (Acceptance Tests; Test Plans) below).
Payment shall not be due or owing from the City to Provider for any of the Services and/or
Deliverables comprising a Milestone unless or until the City has issued its written statement of
Conditional Acceptance for the Milestone.

(b)  Final Acceptance. Within thirty (30) days following successful completion

of Final Acceptance Tests (as defined in Section 8.1(c) (Acceptance Tests; Test Plans) below), and
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the completion of all other Services and Deliverables required under the Contract, the City shall
issue its written statement of Final Acceptance of the Services and Deliverables, provided that the
Services and Deliverables (1) function together as an integrated system in conformity to the
Warranty Standards and (2) meet all performance standards and criteria set forth in the Test Plan(s)
for the Final Acceptance Tests, as accepted and approved by the City. Provider shall not be
deemed to have performed the Services and Deliverables, nor shall the payment of retainage for
contract compliance be due to Provider, unless and until the City issues its written statement of

Final Acceptance.

(c) Acceptance Tests; Test Plans. The Services and Deliverables comprising
each Milestone in the Milestone Payment Schedule shall be subject to conditional acceptance
testing as approved and accepted by the City (the “Conditional Acceptance Tests”), and the
Services and Deliverables as an integrated system shall be subject to final acceptance testing as
approved and accepted by the City (the “Final Acceptance Tests”). No Conditional or Final
Acceptance Test or other test of the Services and Deliverables shall commence unless and until
Provider has delivered and the City has accepted and approved a written plan or plans setting forth
a test method and criteria and standards of performance that must be satisfied for the test to be
successful (the “Test Plan(s)”). The Test Plan(s) shall be Deliverables under the Contract.

(d) Reliability Period. It shall be a condition of Final Acceptance that the

completed and fully integrated System function in the production environment in conformance
with the Final Acceptance standards as set forth in Section 8.1(b)(1)-(2) and without any Material
Defect for a period of 30 consecutive calendar days, commencing on the day following the first
successful completion of the Final Acceptance Test. In the event the System suffers any Material
Defect or Material Failure prior to the expiration of such period (the “Reliability Period”), Provider
shall remedy such Material Defect Failure, and a new 30 consecutive calendar day Reliability
Period (the “Second Reliability Period”) shall begin on the day that Provider notifies the City that
the remedy has been completed. In the event the System does not successfully complete the
Second Reliability Period without any Material Defect, the City may, at its sole discretion,
terminate the Contract for default and exercise any one or more of the remedies provided to the
City in the Contract.

8.2 Conformance; Correction Period.

If the City determines that any Services or Deliverables do not conform to the Warranty Standards
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and/or other conditions of Acceptance set forth above in this Article VIII, and notifies Provider of
such non-conformance, Provider shall have a period of thirty (30) days after the City’s notice (or
a longer period if mutually agreed in writing) to remedy the non-conformance(s) (‘“Correction
Period”). If the non-conformance(s) are not completely remedied within the Correction Period,
the Services and Deliverables may, at the City’s sole discretion, be rejected, in whole or in part;
upon return of the rejected Deliverables to Provider, the City shall have no further payment or
other obligation to Provider with respect thereto and in addition to any other remedies that may be
available to the City under the Contract, may terminate the Contract and/or exercise its remedies
under Articles X (Events of Default), XI (Remedies) and XII (Termination) of the General

Provisions.

ARTICLE IX: MAINTENANCE AND SUPPORT SERVICES

9.1 Term and Cost of Maintenance and Support Services.

Provider will furnish maintenance and support services for the Software, as
described in this Article IX, for a period of twelve (12) months commencing upon the City’s Final
Acceptance of the Software in accordance with Article VIII (Acceptance) above (such period being
referred to in this Article IX as the “Initial Maintenance Term”), for a total cost of

Dollars ($ ), which amount is included in the total

compensation set forth in Article V (Compensation) above. Upon expiration of the Initial
Maintenance Term, the City shall have the right to order further maintenance and support services
on an annual basis, in accordance with Section 2.2 (Additional Terms) of the General Provisions,
at rates not to exceed the rates then charged by Provider to its most favored customer for such
services.

9.2 Scope of Maintenance and Support Services.

(a) During the Initial Maintenance Term and any further terms for maintenance
and support services (“Additional Maintenance Term(s)”’), Provider shall, for the charges specified
in Section 9.1 (Term and Cost of Maintenance and Support Services) above, keep the Software in
good operating condition and in conformance with the Warranty Standards, as defined in Article
VII (Warranty) above; and shall bear all costs related thereto, including, without limitation, travel,
labor and documentation costs. Maintenance and support can normally be accomplished remotely,

by sending, via mail or email, the required files with the correction(s), update(s) or enhancement(s)

PSC (CIS - Implementation)
Rev. Date: January 2021
Page 11 of 27





which have been made, and accompanying instructions for their implementation, or by making
same available for download from a Provider support site; however, if implementation of changes
requires Provider’s personnel in attendance at the City’s installation site, then Provider shall
furnish the necessary personnel at its sole cost. Maintenance shall include changes, updates, and
the detection and correction of all Software errors.

(b) Provider shall exercise its best efforts to correct errors, defects, and failures
to conform with the Warranty Standards, as defined in Article VII (Warranty) above, within forty
eight (48) hours following notice by the City, which notice may be by telephone, computer modem,

or facsimile, in accordance with Section 19.1 (Notice) below.

ARTICLE X: DEPOSIT OF DOCUMENTATION

10.1 Deposit of Source Code.

(a) Prior to delivery of the Software, Licensor shall deposit with the Custodian
specified in Section 10.2 (Custodian) below one (1) copy of the full source code for the Software,
together with documentation therefor sufficient to enable a reasonably skilled programmer or
analyst to maintain the Software. The source code and documentation shall be held by the
Custodian for delivery to the City if Provider fails to support the Software, and in that event only
for the proper maintenance of Software which is in use by the City. To the extent permitted by
law, the City shall maintain the confidentiality of the source code and documentation.

(b) Provider will deposit all updates and changes to the materials described in
this Subsection 10.1 (a) above in the same manner and on the same basis there specified. Such
further deposits shall be made whenever updates and changes are released or implemented.

(c) The City agrees that the Custodian may return to Provider or destroy the
materials described in this Subsection 10.1(a) above after the City has discontinued all use of the
Software to which the materials apply.

(d)  Provider shall pay all fees charged by the Custodian for such deposit of
source code and documentation.

10.2  Custodian.

Provider’s Custodian is:
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10.3 Escrow Agreement.

At the City’s option, Provider and the City shall negotiate in good faith and execute,
with an escrow agent of their joint selection, an escrow agreement that is mutually satisfactory and
that incorporates, inter alia, the terms and conditions of this Article X. Upon execution of such
escrow agreement by all parties thereto, this Contract shall be deemed modified to incorporate the
escrow agreement and to replace Sections 10.1 (Deposit of Source Code) and 10.2 (Custodian)
above and 10.4 (Source Code Statement) below by the terms and conditions thereof.

10.4 Source Code Statement.

In lieu of compliance with Sections 10.1 (Deposit of Source Code) and 10.2
(Custodian) and 10.3 (Escrow Agreement) above, Provider may deliver to the City one (1) copy
of a full source code statement for the Software (including all future updates and changes) and

complete maintenance documentation for same.

ARTICLE XI: SOFTWARE CONVERSIONS

Full monetary credit shall be allowed to the City when conversion from one (1) version of
the Software to another is made as the result of a change in operating systems (e.g. DOS/VS to
MVS), or from one CPU to another. The purchase price for a license to the converted Software,
on the terms and conditions set forth in Article VI (License; Conditions of Use) above, shall be
reduced by the amount that was paid to purchase the license to the earlier version. Provider will
furnish maintenance and support services for the converted version of the Software, in accordance
with Article IX (Maintenance and Support Services) above and at no additional cost to the City,

for the balance of the Initial or Additional Maintenance Term(s) then current.

ARTICLE XII: SOFTWARE DESCRIPTIONS:
EQUIPMENT COMPATIBILITY

Provider shall submit to the City, upon written request, a statement identifying all
application and operating system software and the computer hardware with and on which the
Software is compatible and will operate in accordance with specifications.

ARTICLE XIII: RISK OF LOSS OR DAMAGE

13.1 Risk of Loss or Damage.

Provider and its insurers will relieve the City, for the period from the
commencement of Provider’s performance through the City’s Final Acceptance of the Services

PSC (CIS - Implementation)
Rev. Date: January 2021
Page 13 of 27





and Deliverables required under the Contract, as provided in Article VIII (Acceptance) above,
from all risks of loss or damage to the Software, Documentation and other Deliverables by
providing the City with a replacement copy thereof, upon written request by the City. Should it
become necessary, during this period, to replace a tape, disk, or other media containing Software,
due to damage, loss, defective equipment, or other such causes, there will be no charge for such
replacement except for media and delivery costs; provided, however, that this Section 13.1 shall
not obligate Provider to furnish installation or other services not provided in the Contracts.

ARTICLE XIV: CHANGES

14.1 Changes in Scope of Services and Deliverables.

At any time during the term of this Contract, the City may make changes in any of
the Services and Deliverables, within the general scope of the Contract as set forth in Article IV
(Services and Deliverables) of this Provider Agreement, including, without limitation, the addition
or deletion of Services and Deliverables, and changes in the time of performance. All such changes
shall be by written order or request, signed by the Responsible Official (“Change Order”). If, in
the judgment of the City, any such change causes an increase or decrease in the cost or the time
required for the performance of the Contract, an equitable adjustment of the contract amount and/or
time of performance will be made, subject to the following conditions: (a) In no event shall the
City be liable to Provider for additional compensation for any alleged change to the work for which
the City has not issued a Change Order; (b) any claim by Provider for such additional compensation
or for an extension of the time of performance to perform a Change Order must be made in writing
within ten (10) calendar days from the date on which Provider received the Change Order in
accordance with Section 19.1 (Notice) below.

14.2 Extension of Time of Performance.

Provider shall be entitled to a reasonable extension of the time of performance, the
length of which shall be determined by the City, for delays to its performance that are in no way
the fault or responsibility of Provider; provided, however, that no such extension shall be granted
unless a written request, setting forth in detail the grounds therefor, is received by the City within
ten (10) calendar days following the events giving rise to such alleged delay. Provider's sole and
exclusive remedy for costs or damages arising from any delay to its performance, whether or not
caused by any act or omission of the City, Provider, or others, shall be an extension of the time of
performance, and in no event shall Provider be entitled to payment or compensation of any kind

from the City for any such costs or damages.
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ARTICLE XV: INSURANCE; SURETY BONDS

15.1 Insurance.

Unless otherwise approved by the City’s Risk Management Division in writing,
Provider shall, at its sole cost and expense, procure and maintain, or cause to be procured and
maintained, in full force and effect, the types and minimum limits of insurance specified below,
covering Provider’s performance of the Services and the furnishing of the Deliverables. Provider
shall procure, or cause to be procured, all insurance from reputable insurers admitted to do business
on a direct basis in the Commonwealth of Pennsylvania or otherwise acceptable to the City. All
insurance herein, except the Professional Liability Insurance, shall be written on an “occurrence”
basis and not a “claims-made” basis. In no event shall Provider perform any Services or other
work until Provider has delivered or caused to be delivered to the City’s Risk Management
Division the required evidence of insurance coverages. All insurance coverages shall provide for
at least thirty (30) days prior written notice to be given to the City in the event coverage is
materially changed, cancelled, or non-renewed. The City, its officers, employees, and agents, shall
be named as additional insureds on the General Liability Insurance policy. Provider shall also
deliver or cause to be delivered to the City an endorsement stating that the coverage afforded the
City and its officers, employees and agents, as additional insureds, will be primary to any other
coverage available to them and that no act or omission of the City, its officers, employees or agents

shall invalidate the coverage.

(a) WORKERS’ COMPENSATION AND EMPLOYERS’
LIABILITY INSURANCE

(D) Workers” Compensation: Statutory limits

(2)  Employers’ Liability: $100,000 Each Accident - Bodily
Injury by Accident; $100,000 Each Employee - Bodily
Injury by Disease; and $500,000 Policy Limit - Bodily Injury
by Disease.

3) Other states insurance including Pennsylvania.
(b)  GENERAL LIABILITY INSURANCE

(1) Limit of liability: $1,000,000 per occurrence combined
single limit for bodily injury (including death) and property
damage liability; $1,000,000 advertising injury; $2,000,000

PSC (CIS - Implementation)
Rev. Date: January 2021
Page 15 of 27





PSC (CIS - Implementation)
Rev. Date: January 2021
Page 16 of 27

(c)

(d)

(e)

)

general aggregate and $1,000,000 aggregate for products
and completed operations. The City may require higher
limits of liability if, in the City sole discretion, the potential
risk warrants.

Coverage: Premises operations; blanket contractual liability;
personal injury liability; products and completed operations;
independent contractors; employees and volunteers as
additional insureds; cross liability; and broad form property
damage (including completed operations).

AUTOMOBILE LIABILITY INSURANCE

(M

)

Limit of liability: $1,000,000 per occurrence combined
single limit for bodily injury (including death) and property
damage liability.

Coverage: Owned, non-owned and hired vehicles.

PROFESSIONAL LIABILITY INSURANCE

(M

)

3)

Limit of liability: $1,000,000 with a deductible not to exceed
$50,000.

Coverage: Errors and omissions including liability assumed
under Contract.

Professional Liability Insurance may be written on a claims-
made basis provided that coverage for occurrences
happening during the performance of the Services required
under this Contract shall be maintained in full force and
effect under the policy or “tail” coverage for a period of at
least two (2) years after completion of the Services.

CYBER LIABILITY INSURANCE

(1) Limit of liability: $1,000,000 per claim/aggregate

(2) Coverage: Information security and privacy liability that arise
under this contract, including, but not limited to: data while in transit or in
the possession of any third parties hired by Contractor (such as data back-
up services) to electronic system; loss of, damage to or destruction of
electronic data breaches arising from unauthorized access or exceeded
access; or malicious code, viruses, worms or malware; electronic business
income and extra expense as a result of the inability to access website due





to a cyber-attack or unauthorized access; Privacy Notification Extra
Expense Coverage (including credit monitoring expense).

(3) Cyber Liability Insurance may be written on a claims-made basis
provided that any retroactive date applicable to coverage under the policy
precedes the effective date of this contract; and that continuous coverage
will be maintained or an extended discovery period will be purchased for a
period of at least two (2) years after expiration or termination of this
contract.

(4) The City of Philadelphia, its officers, employees and agents shall
be named as additional insureds.

15.2 Evidence of Insurance Coverage.

Certificates of insurance evidencing the required coverages must specifically
reference the City contract number for which they are being submitted. The original certificate of

insurance must be submitted to the City's Risk Manager at the following address:

The City of Philadelphia

Office of the Director of Finance
Division of Risk Management
1515 Arch Street, 14th Floor
Philadelphia, PA 19102-1579
(Fax No.: 215-686-1705).

A copy of the certificate of insurance shall be submitted to the Responsible Official at the address
of the Department set forth in Section 19.1 (Notice) below. Both submissions must be made at
least ten (10) days before work is begun and at least ten (10) days before each Additional Term.
The City, in its sole discretion, may waive the ten (10) day requirement for advance documentation
of coverage in such situations where such waiver will benefit the City, but under no circumstances
shall Provider actually begin work (or continue work, in the case of an Additional Term) without
providing the required evidence of insurance. The actual endorsement adding the City as an
additional insured must specifically reference the City contract number and be submitted to the
City's Risk Management Division at the above address. The City reserves the right to require
Provider to furnish certified copies of the original policies of all insurance required under the

Contract at any time upon (10) days written notice to Provider.
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15.3 Self-Insurance.

Provider may not self-insure any of the coverages required under the Contract
without the prior written approval of the Responsible Official and the City’s Risk Manager. In the
event that Provider desires to self-insure any of the coverages listed above, it shall submit to the
Responsible Official and the City’s Risk Management Division, prior to Provider’s
commencement of Services or furnishing of any Deliverables hereunder, a certified copy of
Provider’s most recent audited financial statement, and such other evidence of its qualifications to
act as a self-insurer (e.g., state approval) as may be requested by the Responsible Official or the
City’s Risk Manager. In the event the City grants such approval, Provider understands and agrees
that the City, its officers, employees, and agents shall be entitled to receive the same coverages
and benefits under Provider’s self-insurance program that they would have received had the
insurance requirements set forth above been satisfied by a reputable insurer admitted and duly
authorized to do business in the Commonwealth of Pennsylvania or otherwise acceptable to the
City. If at the time of commencement of the Term of this Contract, Provider self-insures its
professional liability and/or workers’ compensation and employers’ liability coverage, Provider
may, in lieu of the foregoing, furnish to the City a current copy of the state certification form for
self-insurance or a current copy of the State Insurance Commissioner’s letter of approval,
whichever is appropriate. The insurance (including self-insurance) requirements set forth herein
are not intended and shall not be construed to modify, limit, or reduce the indemnifications made
in this Contract by Provider to the City, or to limit Provider’s liability under this Contract to the
limits of the policies of insurance (or self-insurance) required to be maintained by Provider
hereunder.

15.4 Performance Bond.

Prior to commencing performance of the Contract, Provider shall furnish to the City
a fully executed original performance bond, as prepared by the City and in a form approved by the
City Solicitor, in an amountequalto  (__ ) per cent of the total payment amount set forth in
Section 5.1 (Amount) above, and having as surety thereon such surety company or companies as
are approved by and acceptable to the City.
15.5 Labor and Materialmen’s Bond.

Prior to commencing performance of the Contract, Provider shall furnish to the City a fully

executed original labor and materialmen’s (payment) bond, as prepared by the City and in a form
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approved by the City Solicitor, in an amount equal to  (__ ) per cent of the total payment
amount set forth in Section 5.1 (Amount) above, and having as surety thereon such surety company
or companies as are approved by and acceptable to the City.
15.6 Fidelity Bond.

Provider shall, at its sole cost and expense, obtain and maintain during the Initial
Term and any Additional Term(s) of this Contract, a fidelity bond in an amount equal to the greater
of (a) Ten Thousand Dollars ($10,000) or (b) the amount specified in the Provider Agreement,
covering Provider's employees who have financial responsibilities related to the receipt and
disbursement of funds under this Contract. In lieu of a fidelity bond, Provider may obtain coverage
for crime insurance with limits that are the greater of (a) $10,000 or (b) the amount specified in
the Provider Agreement. The fidelity bond or crime insurance, whichever is obtained by Provider,
shall name the City as a beneficiary. Evidence of the existence of the fidelity bond or crime
insurance shall be submitted to the City prior to the commencement of Services in conformity with

the requirements of Section 15.2 (Evidence of Insurance Coverage) above.

ARTICLE XVI: PATENT, COPYRIGHT AND OTHER
PROPRIETARY RIGHTS INDEMNITY

16.1 Indemnification.

(a) Provider warrants that all Software, Documentation, Services, and
Deliverables do not and will not infringe upon or violate any patent, copyright, trade secret or other
proprietary rights of any third party. In the event of any claim, suit or action by any third party
against the City, the City shall promptly notify Provider in writing and Provider shall defend such
claim, suit or action at Provider’s expense, and Provider shall indemnify the City against any loss,
cost, damage, expense or liability arising out of such claim, suit or action (including, without
limitation, litigation costs and counsel fees) whether or not such claim, suit or action is successful.

(b) Provider will not, however, be responsible for such loss, cost, damage,
expense or liability if infringement is finally determined by a court of competent jurisdiction to be
the sole result of (1) the City’s modification of the Software or its use of the Software in a manner
not intended by the Parties or contemplated by this Contract; (2) the City’s failure to use
corrections or enhancements made available by Provider that do not materially alter the
functionality of the Software as it exists at the time furnished; (3) the City’s distribution or

marketing of the Software to third parties for revenue producing purposes; or (4) the act or
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omission of the third party supplier of a software product used in combination with Provider’s
Software but not furnished by Provider under this Contract. Prior to such final determination,
however, Provider shall remain fully responsible, at its expense, for the defense and
indemnification of any infringement claim in accordance with this Article XVI; provided, that if
the claimed infringement is finally determined to be solely the result of one or more of (1)-(4), the
City will reimburse Provider for its reasonable expenses (including reasonable litigation costs and
attorneys fees) incurred therein.

16.2 Infringing Software.

If the Software is, or in Provider’s reasonable judgment is likely to be, held to
constitute an infringing product, Provider shall at its expense and option either: (1) procure the
right for the City to continue using the Software, (2) replace the Software with a non-infringing
equivalent, (3) modify the Software to make it non-infringing, provided that the modification does
not materially alter the functionality of the Software or the City agrees to and accepts the
modification in writing; or (4) in the event Provider is ordered by a court of competent jurisdiction
to remove the Software, and all right of appeal or stay is exhausted as to such order, accept return
of the Software and refund to the City the full amount paid by the City to Provider pursuant to this
Contract.

16.3 Exclusive Remedy.

The foregoing remedies constitute the City's sole and exclusive remedies and
Provider's entire liability with respect to infringement of proprietary rights. To receive the
foregoing indemnity, the City must promptly notify Provider in writing of an infringement claim
or suit, provide reasonable cooperation (at Provider’s expense), and full authority to Provider to
defend or settle the claim or suit. Provider will have no obligation to indemnify the City under
any settlement made without its written consent.

16.4 Relationship with Section 8.2 (Indemnification) of the General Provisions.

The indemnification requirements set forth in this Article XVI apply only to the
specific subject matter hereof. With respect to any and all other losses, costs (including, but not
limited to, litigation and settlement costs and counsel fees), claims, suits, actions, damages,
liability and expenses, the requirements set forth in Section 8.2 (Indemnification) of the General

Provisions shall apply.
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ARTICLE XVII: CONFIDENTIALITY

17.1 Non-Disclosure.

Provider and its employees, agents, Subcontractors, suppliers, and any person or
entity acting on its behalf (i) will maintain in strict confidentiality all of the “City Data,” as defined
and set forth in Section 17.2; (ii) will not, without the City’s written permission, divulge, disclose,
communicate, or distribute any of the City Data to any person or entity except as may be strictly
necessary to perform the Contract; (iii) will not, without the City’s written permission, in any way
use any of the City Data for their businesses or other advantage or gain (except as may be necessary
to perform the Contract), including, without limitation, any use of the City Data in any
presentation, demonstration, or proposal to perform work, to the City or to others, that may be
conducted or created as part of their business activities or otherwise; (iv) will, immediately upon
the City's Final Acceptance of the Services and Deliverables required under the Contract under
Article VIII (Acceptance) above, return all City Data to the City, destroy any and all copies of any
City Data that are in their possession, whether on paper or in electronic or other form, and if
requested by the City in writing, will certify in writing that there has been full compliance with
this Section 17.1.

17.2  City Data.

Except as provided otherwise in this Section 17.2, the City Data shall include any

and all of the following, whether in electronic, microfilm, microfiche, video, paper, or other form,

and any copies or reproductions thereof:

(a)

; and

(b) Any and all other records, documents, and data furnished by the City to
Provider in relation to the work required under the Contract; and

(c) All Deliverables and other work product(s) and items of work created by
Provider for the City as part of the work required under the Contract.

The City Data shall not, however, include any information which:

Was known to Provider, prior to the commencement of its
performance of the Contract, free of any obligation to keep it
confidential, and/or is proprietary to Provider; or
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Was generally known to the public at the time of receipt by Provider, or
becomes generally known to the public through no act or omission of
Provider; or

Was independently developed by Provider without knowledge or
use of any City Data; or

Is required to be disclosed by law or judicial process.

17.3 In the event of any actual or threatened breach of any of the provisions of this
Article XVII or Article XIX, and in addition to any other remedies that may be available to the
City in law or equity, the City shall be entitled to a restraining order, preliminary injunction,
permanent injunction, and/or other appropriate relief to specifically enforce the terms of this
Article XVII or Article XIX. Provider agrees that a breach of the terms of this Article XVII or
Article XIX would cause the City injury not compensable in monetary damages alone, and that the

remedies provided herein are appropriate and reasonable.

ARTICLE XVIII: CENTURY DATE STANDARD

Provider represents and warrants that all Software furnished under the Contract will
conform to the following City of Philadelphia Century Date Standard set forth in (a)-(d), below,
and shall, at no cost to the City, repair any Software that does not conform to such standards and
cause it to conform, or shall replace the Software with software that does conform.

(a) General Integrity. No value for current date will cause interruptions in the

operation of the Software by producing any date-related faults or failures and/or inaccurate data.

(b) Date Integrity. All manipulations of time-related data (including, without
limitation, dates, durations, days of the week, month, and the year) will produce results that
conform to Provider’s specifications for the Software for all valid date values within the
application domain.

(c) Interface Integrity. Date elements in interfaces and data storage shall permit
specification of the century by means that will eliminate all ambiguity as to the applicable century
for date and date-related data. For any date element represented without century, the correct
century shall be unambiguous for all manipulations involving that element.

(d) Source code. Source code for the Software shall comply with the standard
set forth in Federal Information Processing Standard Publication 4-2 (FIPS PUB 4-2),

Representation of Calendar Date for Information Interchange.
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ARTICLE XIX: MISCELLANEOUS PROVISIONS

19.1 Notice. The addresses and email addresses for the City and the Provider are as
follows:
IF TO THE CITY:
Attn.: [Name and Title]

[Address]
[Email Address]

IF TO PROVIDER:

Attn.: [Name and/or Title]
[Address]
[Email Address]

19.2 Interpretation; Order of Precedence.

In the event of a conflict or inconsistency between the terms of the Contract,
including this Provider Agreement, and any term, condition or provision contained in any Exhibit
hereto, or any attachment to such Exhibit (including, without limitation, any proposal of Provider),
the order of precedence shall be: (1) the terms of this Provider Agreement; (2) the General
Provisions; (3) any or all exhibits attached to the Contract.

19.3 Electronic Signatures.

The Parties agree to conduct this transaction electronically, including the execution
of this Contract using the means of electronic signature provided below.

19.4 Data Security.

(a) Information Security Audit Reports. The City reserves the right to require

Provider to produce to the City, no more than one time per year, a SSAE 18, SOC 2, Type II
Report, and a SSAE SOC 1 audit report (“Audit Reports™) in accordance with the following
requirements: (a) the Audit Reports shall include a 365 day (12-month) testing period; and (b) the
Provider shall send the City the Audit Reports no longer than thirty (30) days after they are
received by Provider.

(b) Data Breach; Loss of City Data. In the event of any Data Breach, act,

Software error, omission, negligence, misconduct, or breach that compromises or is suspected to

compromise the security, confidentiality, or integrity of City Data or the physical, technical,

PSC (CIS - Implementation)
Rev. Date: January 2021
Page 23 of 27





administrative, or organizational safeguards put in place by Provider that relate to the protection

of the security, confidentiality, or integrity of City Data, Provider shall, as applicable:

1. Notify City immediately following discovery, but no later than
twenty-four (24) hours, of becoming aware of such occurrence or
suspected occurrence. Provider’s report shall identify:

A. the nature of the unauthorized access, use or
disclosure;

B. the City Data accessed, used or disclosed;

C. the person(s) who accessed, used, disclosed
and/or received protected information (if known);

D. what Provider has done or will do to mitigate any
deleterious effect of the unauthorized access, use
or disclosure, and

E. what corrective action Provider has taken or will
take to prevent future unauthorized access, use or
disclosure.

il. In the event of a suspected Breach, Provider shall keep the City

informed regularly of the progress of its investigation until the
uncertainty is resolved;

iil. Provider shall coordinate with the City in its breach response
activities including without limitation:

A.
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Immediately preserve any potential forensic
evidence relating to the breach, and remedy the
breach as quickly as circumstances permit;

Promptly (within 2 business days) designate a
contact person to whom the City will direct
inquiries, and who will communicate Provider
responses to City inquiries;

As rapidly as circumstances permit, apply
appropriate resources to remedy the breach
condition, investigate, document, restore City
service(s) as directed by the City, and undertake
appropriate response activities;

Provide status reports to the City on Data Breach
response activities, either on a daily basis or a
frequency approved by the City;

Make all reasonable efforts to assist and
cooperate with the City in its Breach response
efforts;





1v.

Vi.

Vii.

Viil.

F. Ensure that knowledgeable Provider staff are
available on short notice, if needed, to participate
in City-initiated meetings and/or conference calls
regarding the Breach; and

G. Cooperate with City in investigating the
occurrence, including making available all
relevant records, logs, files, data reporting, and
other materials required to comply with
applicable law or as otherwise required by City.

Perform or take any other actions required to comply with applicable
law as a result of the occurrence;

Use best efforts to recreate lost City Data in the manner and on the
schedule set by City without charge to City; and

Provide to City a detailed plan within ten (10) calendar days of the
occurrence describing the measures Provider will undertake to
prevent a future occurrence.

Provider shall retain and preserve City Data in accordance with the
City’s instruction and requests, including without limitation any
retention schedules and/or litigation hold orders provided by the City
to Provider, independent of where the City Data is stored.

City shall conduct all media communications related to such Data

Breach, unless in its sole discretion, City directs Provider to do so.

(c) The data security requirements in this Section 19.5, Data Security, are in

addition to and not in lieu of requirement set forth in Section 13.9, “Terms and Conditions Relating

to Protected Health Information,” of the General Provisions.

19.5 Other Provisions.

Other provisions, including, without limitation, M/W/DSBE participation

commitments and exceptions to the General Provisions of the Contract, are set forth in the

following Exhibits attached to this Provider Agreement, and incorporated in the Contract by

reference:
(D
(2
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19.6 Acknowledgement of the General Provisions.

Provider acknowledges that it has read and understands the terms and conditions
contained in the General Provisions and that it is legally bound by all of the terms of this Contract,
including those set forth in the General Provisions.

19.7  Survival.

Any and all provisions set forth in this Contract which, by its or their nature, would
reasonably be expected to be performed after the termination or expiration of the Contract shall
survive and be enforceable after such termination. In addition to, and not in lieu of the foregoing
sentence, Provider specifically agrees that the obligations set forth in this Article XIX and Section

19.4(b) shall survive the termination of the Contract.

[The remainder of this page has been left blank intentionally. Signature page follows.]
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IN WITNESS OF THEIR AGREEMENT TO THE PROVISIONS ABOVE, the Parties
have caused this Provider Agreement to be executed and delivered by their respective duly

authorized officers as of the first date in the preamble of this Provider Agreement.

APPROVED AS TO FORM THE CITY OF PHILADELPHIA

DIANA P. CORTES, CITY SOLICITOR Through:

By:

Per:

Name:

Name:

Title:

Title:

PROVIDER NAME

By:

Name:

Title:

ATTEST

By:

Name:

Title:

PSC (CIS - Implementation)
Rev. Date: January 2021
Page 27 of 27





Page 1of 1






