Notice of Data Incident

The City of Philadelphia (the “City”) recently experienced a data event that may impact the security of
information related to certain individuals served by the City Health Centers and the Public Health
Laboratory operated by the Department of Public Health.

What Happened? On May 28, 2020, the City became aware of suspicious activity related to a Department
of Public Health employee’s email account. The City quickly launched an internal investigation to
determine the nature and scope of the activity, as well as the extent of potentially affected information. The
City’s initial investigation confirmed that the email account had been subject to unauthorized access on
May 28, 2020. Upon further investigation, the City confirmed that additional Department of Public Health
employees’ email accounts were subject to unauthorized access intermittently between May 28, 2020 and
July 20, 2020. With the assistance of computer forensics specialists, the City is thoroughly reviewing the
affected email accounts to confirm the scope of unauthorized access, determine whether the accounts
contained sensitive information, and identify the individuals whose information may have been impacted.
Upon completing this review, the City will work diligently to provide written notice of this event to affected
individuals and provide identity protection resources to assist them.

What Information Was Involved? The City’s investigation into this event is ongoing and the scope of
impacted information has not yet been determined. However, the City’s investigation to date indicates that
the incident was caused by an email phishing campaign that originated in another City department and that
various employee email accounts across multiple City departments have been affected. The City expects
that some of the affected email accounts will contain personal information, including protected health
information, such as names, dates of birth, addresses, account and/or medical record numbers, health
insurance information, and clinical information. Upon completing its review, the City will provide
additional details to affected individuals.

What is the City Doing? The privacy of the people we serve is very important to us and we will continue
to do everything we can to protect it. Upon learning of this event, we moved quickly to confirm and enhance
the security of our systems, which included resetting affected employees’ email account passwords,
increasing monitoring of network activity, and implementing tools to enhance email security. As described
above, we also launched an in-depth investigation with the assistance of outside computer forensics
specialists to determine the full nature and scope of this incident. As part of our ongoing commitment to
privacy and security, we are reviewing our existing policies and procedures to identify ways to better
prevent similar incidents from occurring in the future.

What Can You Do? You can learn more about how to protect against the possibility of information misuse
from the below Privacy Safeguards.

For More Information. We understand that you may have questions about this incident that are not
addressed in this notice. While our investigation is ongoing, if you have additional questions, please call us
toll-free at 1-888-714-2840.

Privacy Safeguards

Monitor Accounts

The City encourages individuals to remain vigilant against incidents of identity theft and fraud, to review
account statements and explanations of benefits, and to monitor credit reports for suspicious activity. Under
U.S. law, individuals over the age of eighteen (18) are entitled to one free credit report annually from each
of the three major credit reporting bureaus. To order your free credit report, visit



www.annualcreditreport.com or call, toll-free, 1-877-322-8228. Y ou may also contact the three major credit
bureaus directly to request a free copy of your credit report. The contact information for the credit reporting
agencies is below:

Experian TransUnion Equifax

P.O. Box 9554 P.O. Box 160 P.O. Box 105788

Allen, TX 75013 Woodlyn, PA 19094 Atlanta, GA 30348-5788
1-888-397-3742 1-888-909-8872 1-800-685-1111
www.experian.com/freeze/center.ht  www.transunion.com/credi  www.equifax.com/personal/credi
ml t-freeze t-report-services

You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you
can take to protect yourself by contacting the consumer reporting agencies, the Federal Trade Commission,
or the Pennsylvania Office of Attorney General.

The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580,
www.identitytheft.gov, 1-877-ID-THEFT (1-877-438-4338); TTY: 1-866-653-4261. The Federal Trade
Commission also encourages those who discover that their information has been misused to file acomplaint
with them. You can obtain further information on how to file such a complaint by way of the contact
information listed above. You have the right to file a police report if you ever experience identity theft or
fraud. Please note that in order to file a report with law enforcement for identity theft, you will likely need
to provide some proof that you have been a victim. Instances of known or suspected identity theft should
also be reported to law enforcement and your state Attorney General. This notice has not been delayed by
law enforcement.

ATENCION: si habla espafiol, tiene a su disposicion servicios gratuitos de asistencia lingiiistica.

Llame al 1-888-714-2840 (TTY: 1-888-714-2840).

AR WREEAER T B RERGESRYRG - FEE 1-888-714-2840
(TTY: 1-888-714-2840).

CHU Y: Néu ban néi Tiéng Viét, cé cac dich vu hd trg ngdn ngit mién phi danh cho ban. Goi s6

1-888-714-2840 (TTY: 1-888-714-2840).

BHUMAHMUE: Ecnu Bbl TOBOPUTE HA PYCCKOM SI3bIKE, TO BaM JOCTYIHBI O€CIUIaTHBIE YCIYTH

nepeBona. 3Bonute 1-888-714-2840 (reneraiin: 1-888-714-2840).

Wann du [Deitsch (Pennsylvania German / Dutch)] schwetzscht, kannscht du mitaus Koschte
ebber gricke, ass dihr helft mit die englisch Schprooch. Ruf selli Nummer uff: Call 1-888-714-
2840 (TTY: 1-888-714-2840).


http://www.annualcreditreport.com
http://www.experian.com/freeze/center.htwww.transunion.com/crediwww.equifax.com/personal/credi
http://www.identitytheft.gov
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888-714-2840 (TTY: 1-888-714-2840) HHO 2 M 3}o =&l A

ATTENZIONE: In caso la lingua parlata sia l'italiano, sono disponibili servizi di assistenza

linguistica gratuiti. Chiamare il numero 1- 888-714-2840 (TTY: 1-888-714-2840).

e3) 888-714-2840-1 pd s Juail . aalls ell il i &y salll saclusall ilaxd (8 Aalll 3 Gaaai i€ 13) 1k gale
(888-714-2840-1 15841 5 uall il

ATTENTION : Si vous parlez francais, des services d'aide linguistique vous sont proposés

gratuitement. Appelez le 1-888-714-2840 (ATS : 1-888-714-2840).

ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen Kkostenlos sprachliche

Hilfsdienstleistungen zur Verfugung. Rufnummer: 1-888-714-2840 (TTY: 1-888-714-2840).

YAsil: %l il Al GllAcll &, L (:91es elnl AslaL A dAHIRL HIZ GUEsd 8. ot
g3 1-888-714-2840 (TTY: 1-888-714-2840).

UWAGA: Jezeli mowisz po polsku, mozesz skorzystac z bezptatnej pomocy jezykowej. Zadzwon
pod numer 1-888-714-2840 (TTY: 1-888-714-2840).

ATANSYON: Si w pale Kreyol Ayisyen, gen sévis ed pou lang ki disponib gratis pou ou. Rele
1-888-714-2840 (TTY: 1-888-714-2840).

iy sdsdemgndune manigs, sundguinman snwdshnagy Ancmedntidunt o gy 1-888-714-2840 (TTY: 1-888-714-
2840).

ATENCAO: Se fala portugués, encontram-se disponiveis servicos linguisticos, gratis. Ligue para

1-888-714-2840 (TTY: 1-888-714-2840).



