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City of Philadelphia





LAW DEPARTMENT




One Parkway 




1515 Arch Street




Philadelphia, PA 19102

APPLICATION TO USE CITY DATA FOR RESEARCH PURPOSES
	Instructions
	· This form and supporting documents must be submitted with each IRB Application from an external researcher requesting to use City data (administrative data as well as primary data collected through surveys, interviews, or focus groups with City employees, contracted providers, and/or individuals receiving City services). 
· The completed form will be attached as an Exhibit to the Data License Agreement between the external researcher and the City. Only the specific data elements listed in this form will be released.
· Departmental approval must be documented in Section 2 before the City IRB will review a proposal.

· Section 3 is required for any proposal involving data from a City HIPAA Covered Unit (listed below). 
For questions regarding Section 3, contact the HIPAA Privacy Unit at HIPAAprivacy@phila.gov.

· Submit the completed form to the City IRB along with your other IRB application materials. 


Section 1: General Information

A.
Provide or attach a brief summary of the proposed study (include anticipated start date, background, study objectives, anticipated analytic methods to be employed, how the proposal relates to the mission of the City department(s) whose data will be used, desired cohort, time period under review, and any other relevant parameters):

	[May attach the Executive Summary or other relevant section of the IRB application if it contains the requested information]



B.
List below or attach a list of all data elements you are requesting from City departments or City contracted service providers. Identify each department whose data will be used or accessed; and, whenever possible, the data system from which each data element will be extracted.
	Example: 
Department

Division/Provider (if applicable)
Data System

Data Elements

PDPH
Ambulatory Health
eCW
Flag for X diagnosis
Gender

Age in years



C.
Describe or attach your data plan, specifying who will have access to the data, where it will be stored, how long it will be retained, and how it will be returned or destroyed when the study is completed:

	


D.
If you are requesting any of the following types of data, check the applicable box(es):

 FORMCHECKBOX 

Medicaid claims data 

 FORMCHECKBOX 

Criminal history or juvenile records
 FORMCHECKBOX 

City employee/personnel records

 FORMCHECKBOX 

Behavioral health treatment or diagnosis
 FORMCHECKBOX 

Substance use disorder treatment or diagnosis

 FORMCHECKBOX 

HIV/AIDS testing, diagnosis, or treatment
 FORMCHECKBOX 

Vital statistics or public health registry data
 FORMCHECKBOX 

Data from the Philadelphia Homeless Management Information System 

 FORMCHECKBOX 

Child abuse reports or child protective services data

 FORMCHECKBOX 

DHS prevention services data

 FORMCHECKBOX 

Social security number, bank/credit account, or taxpayer financial information
 FORMCHECKBOX 

Primary data to be collected by PI (e.g., interviews/focus groups/surveys with City employees, service providers, and/or individuals receiving City services)
 FORMCHECKBOX 

Fully de-identified data: none of the elements listed in Section 3B (first bullet) will be obtained
 FORMCHECKBOX 

Partially de-identified data: none of the elements listed in Section 3A (second bullet) will be obtained
E.
If the research subjects will sign a written consent allowing the City to release their information for this study, check this box  FORMCHECKBOX 
 
F.
If you are requesting data from any of the City’s HIPAA Covered Units or their contracted service providers, indicate which Unit(s) and complete Section 3 below:

 FORMCHECKBOX 

Office of Behavioral Health and Intellectual disAbility Services (“DBHIDS”)

 FORMCHECKBOX 

Ambulatory Health Services, a division of the Philadelphia Department of Public Health (“PDPH”)
 FORMCHECKBOX 

Philadelphia Public Health Laboratory, a division of PDPH
 FORMCHECKBOX 

STD Control Program in the Division of Disease Control, a division of PDPH
 FORMCHECKBOX 

Philadelphia Nursing Home, a division of PDPH
 FORMCHECKBOX 

Emergency Medical Services (“EMS”), a division of the Philadelphia Fire Department

 FORMCHECKBOX 

Health and Welfare Benefits, a division of the Office of Human Resources

 FORMCHECKBOX 

Other: ​​​​​​​​​​​______________________________________________________

 FORMCHECKBOX 

I am not seeking data from any of the City’s HIPAA Covered Units. 

Continue to Section 2
Section 2: Departmental Approval

Using the template below, provide a statement of approval from each Department/Unit that will be contributing data for this study.  Written approval by the Health Commissioner's Office (HCO) Review Committee is required when requesting data from the Department of Public Health.  Review by the DHS External Research Committee (ERC) and written approval by the DHS Commissioner is required when requesting data from the Department of Human Services.
Statement of Approval 

On behalf of the Department/Unit named below, I support the study described in this form and its proposed use of the data elements requested from this Department/Unit. If no City co-investigator has been named, this support is for the study to proceed without such a co-investigator.  The City IRB exercises oversight of the study for the protection of any study participants.  The Department/Unit involved retains responsibility for any other issues that may affect the Department’s/Unit’s operations.  

 FORMCHECKBOX 

Check here if there are conditions on this approval and describe them below or in an attachment:
	[For example, note if there will be publication restrictions.]



	City Department or Unit:
	
	
	

	Approving City Official:
	[Name]
	
	[Title]

	Signature:
	[Signature]
	
	[Date]


Section 3: Request for City HIPAA Data
A. 
Check below to indicate which method of approval you have requested from the IRB to support the use or disclosure of Protected Health Information (“PHI”) for research:

 FORMCHECKBOX 

I will access or receive de-identified data only and will have no ability to re-identify data subjects.  (Complete Items B-D below).

 FORMCHECKBOX 

I will access or receive a limited data set in accordance with the requirements of my data use agreement with the City.  (Complete Items C-D below).

The following identifiers for the individual and the individual’s relatives, employer or household members must be removed to create a limited data set:

	1. Names

2. Postal address information other than town/city, state and zip

3. Telephone number

4. Fax number

5. Email address

6. Social security number

7. Medical record number

8. Health plan number
	9. Account numbers

10. Certificate or license numbers

11. Vehicle identification/serial numbers, including license plate numbers

12. Device identification/serial numbers

13. Universal resource locators (URLs)

14. Internet protocol addresses (IPs)

15. Biometric identifiers

16. Full face photographs and comparable images


 FORMCHECKBOX 

Research participants in this study will sign an Authorization to Use or Disclose Protected Health Information for Research Purposes. Attach the authorization form, which must include the following:
1. A specific and meaningful description of the PHI that will be used or disclosed

2. The City Department or service provider(s) authorized to disclose the PHI 
3. The person(s) or class of persons authorized to receive and use the PHI
4. The purpose for disclosing the PHI (must be study-specific, not for future unspecified research)
5. An expiration date or event (for research: “end of the research study” or “none” are permitted)

6. A statement informing the individual how to revoke the authorization and describing any exceptions
7. Notice of the Covered Unit’s ability or inability to condition treatment, payment, enrollment, or eligibility for benefits on the Authorization, including research-related treatment
8. Notice that the PHI may be re-disclosed and no longer protected by the HIPAA Privacy Rule
9. The signature of the individual (or authorized personal representative) and the date
10. Additional consent language if mental health, HIV, or substance use treatment information will be disclosed (consult the HIPAA Privacy Unit)
 FORMCHECKBOX 

Research participants in this study will sign an altered HIPAA authorization form. (Include “Request for IRB Waiver or Alteration of HIPAA Authorization” form and altered authorization form with your IRB application.)
 FORMCHECKBOX 

A waiver of the HIPAA authorization requirement has been requested of the IRB. (Attach IRB-approved “Request for IRB Waiver or Alteration of HIPAA Authorization” form with your IRB application.) 
 FORMCHECKBOX 

The research involves solely the PHI of deceased individuals and the PHI requested is necessary for the research purposes. 
B.
If requesting de-identified data, check one of the following:

 FORMCHECKBOX 

Safe Harbor Method: None of the below-listed subject identifiers will be accessed, reviewed, or recorded by the research team and the researcher has no knowledge that the requested data could be used alone or in combination with other information to identify any individual data subject.

1. Name

2. Geographic subdivisions smaller than a state (street address, city, county, precinct, zip code, geocode, census tract)  Note: can retain first 3 digits of zip code if the geographic unit represented by those 3 digits contains more than 20,000 people

3. All elements of dates directly related to the individual, except year (date of service, admission date, discharge date, date of birth, date of death) Note: all ages over 89 must be aggregated into a single category of age 90+

4. Telephone number

5. Fax number

6. Email address

7. Social Security Number

8. Medical Record Number

9. Health Plan Number

10. Account Numbers

11. Certificate or license numbers

12. Vehicle identification/serial numbers including license plate numbers

13. Device identification/serial numbers

14. Universal Resource Locators (URL’s)

15. Internet Protocol addresses (IP’s)

16. Biometric Identifiers

17. Full face photographs and comparable images

18. Any other unique identifying number, characteristic or code

 FORMCHECKBOX 

Expert Determination Method**: A person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable has determined that the risk of re-identification is very small. 
**Provide documentation of the expert’s credentials and the methods and results of the analysis that justifies the determination. Must be approved by the City HIPAA Privacy Unit prior to IRB review of the research.
C.
Identify who will de-identify the data or create the limited data set:
 FORMCHECKBOX 

City internally – requesting Covered Unit(s) will process its own data.
 FORMCHECKBOX 

City internally – another City department: _____________________________
 FORMCHECKBOX 

External/Other:** ____________________________________________

**Note: DLA is not sufficient – before any City data is released, the City HIPAA Privacy Unit must review the data plan and a Business Associate Agreement must be executed between the disclosing Covered Unit and the person/organization who will create the de-identified or limited data set. 
D.
If a re-identification key will be maintained, explain who will maintain it and how it will be protected in compliance with HIPAA requirements:
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