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Bids Gone Bad

How to Spot and Prevent 
Wrong-doing in the Contracting Process



City headlines tell the story….



 Discipline or termination of City 
Employees

 Civil Lawsuits
 Criminal Charges 
 Suspension or Debarment of City 

Vendors
 Ethics Board Fines

A story with consequences…



Prevention is the key to 
ending the headlines.



 Purpose & Background
 Rules of the Contracting Road
 Who’s Who
 Issues in the Contracting Process
 BREAK!
 What Would You Do? A Group Case Study
 Recommendations
 Closing Points
 Questions?

Agenda



Purpose & Background



1. Understand: basic rules governing 
contracting process

2. Spot: fraud and misconduct within 
the contracting process

3. Safeguard: against potential issues 
during the contracting process

Today’s Goals….



 Provide a step-by-step overview of 
the contracting process

 Train you on the relevant 
procurement and contracting 
systems

Our Goal is Not to….



IF YOU ARE INVOLVED IN THE CONTRACTING PROCESS

It is your responsibility to get trained on the rules, 
regulations, and relevant systems 

governing these processes.



 Principles that define behavior as right, good, 
and appropriate – our guideposts

 Unethical behavior:
 Creates suspicion
 Destroys trust
 Hurts morale 
 Shatters public confidence

What is Ethics?



 As a public employee involved in the 
contracting process, you are:
 A steward of tax-payer dollars
 Conferring (directly or indirectly) a financial 

benefit on contractors
 Obligated to report wrong-doing immediately
 Possibly accountable for contractor 

performance and spending

Why Should this Matter to Me?



 want to be charged for something that you 
did not purchase?

 pay for something that you never received or 
for a price that was not agreed upon?

 pay for work without confirming it had been 
done and done properly?

 allow a plumber to paint your house even 
though they never painted before?

Would You….



Framing the Problem

Percentage of 
misconduct that goes 

unreported to 
management in the 
government sector

Approximate number of 
complaints about 

contract misconduct 
received by the 

Inspector General in the 
last 2 years

$4 million
Amount saved or recovered 
from vendors in 2013 by the 
Inspector General’s Contract 

Compliance UnitSources:  
National  Government Ethics Survey, 2007.  Ethics Resource Center
2013 Annual Report.  City of Philadelphia Office of the Inspector General

$2.1 billion
Total amount of awarded 

contracts in Fiscal Year 2013 
by the City of Philadelphia

Six in Ten
Government employees 
saw at least one form of 
misconduct in the past 

twelve months



Rules of the Contracting Road



 Contracting process mainly governed by:
 Section 8-200, Home Rule Charter
 Chapter 17-1400, Philadelphia Code

 Other laws, executive orders, and regulations 
regulate behavior during process 

 Together, ensure competitive and 
transparent process, free of influence and 
favoritism, for all City contracts

Rules of the Contracting Road



Rules of the Contracting Road
City public integrity laws govern the actions of City employees and vendors 

during the contracting process. 
They can be broken down into three main categories:

Procedure

Rules that lay out 
contracting process

Examples:
• Bid and RFP process
• Award 
• Contract
• Payment
• Debarment

Ethics

Rules that prohibit certain 
behavior during the process

Examples:
• Conflicts of Interest
• Post-employment
• Gifts, gratuities
• Confidentiality
• Disclosures (campaign

finance, lobbyist, 
financial)

• Transparency
• Representation

Criminal/Enforcement

Rules that detail criminal 
behavior. Give agencies power 

to investigate and enforce

Examples:
• Kickbacks
• Bribery
• Investigatory and 

enforcement powers



Procurement in the Public Eye

Source:  Eileen Yoens, “Public Procurement and Ethics:  Part 1”

What Other 
People See

LegalEthical

Our GoalOur Goal



Who’s Who



{ {Internal
 Several agencies work 

to ensure fairness and 
transparency in the 
contracting process

External
 We are held 

accountable by the 
public at-large

Who’s Who 

Together, City has a strong network 
of watchdogs.



 Procurement Department
 Finance Department & Contract Legislation 

Unit
 Law Department
 Board of Ethics
 Office of the Chief Integrity Officer
 Office of the Inspector General

 Department Integrity Officer
 City Controller’s Office

Who’s Who



 Serve: as 1st line of defense to spot 
and report fraud

 Understand: contracting rules, 
regulations, and processes 

Your Role in the Process



 Assist:
 In developing department’s contract and 

purchasing timeline
 In reviewing, approving and processing 

invoices for payment
 With drafting and reviewing bid 

specifications or RFPs
 Oversee:

 Contractor performance 
 Scope of work or project timelines

 May share these responsibilities with 
multiple people within the department

Your Role in the Process



Issues in the Contracting Process



- Contract 
management

- Monitor 
deliverables

- Regularly 
evaluate 
scope

- RFP/Bid 
Development

- RFP/Bid 
Process

- Evaluation
- Award

Overview: Contracting Process

Planning & 
Selection

- Invoice review 
and approval

- Evaluate 
invoice against 
contract 

Performance Payment



{
The PA Turnpike

A Case Study in Bad Behavior



 What are the main issues raised 
by AG Kathleen Kane in her 
description of this case?

 What do you think is the most 
problematic aspect of this case?

Some Questions….
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Issues: 
Planning & Selection

Inappropriate Vendor Interactions



 Imply the City employee can influence 
outcome of  contract award

 Tell or suggest to a vendor whom to hire
 Provide advance notice to potential 

applicants/bidders of contracting 
opportunities

 Direct or promote subcontracting 
arrangements with a particular vendor

 Disclose confidential information to certain 
vendors

Red Flags:  
Inappropriate Vendor Interactions



 Maintain:
 “arms length” distance  from vendors
 professional relationships with contractors

 Avoid:
 inappropriate behavior/appearance of 

inappropriate behavior
 phone calls/other one-on-one verbal 

interactions with bidders/applicants
 Require: all pre-award interactions to occur 

in writing
 We hire a contractor for their superior work 

product, not for the benefit of an individual 
employee of the contractor

Things to Remember:
Inappropriate Vendor Interactions
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Issues: 
Planning & Selection

Rigged Specifications



Ripped from the Headlines….

Two former Pa. Turnpike 
officials plead guilty to 

conflict of interest

November 21, 2014 12:49 AM

“Last year, prosecutors charged 
numerous former turnpike 

officials, a contractor and former 
state senator with being involved 
in what they alleged was a wide-

ranging bid-rigging scheme.”

Contractor helped write the RFP 
for contract they were ultimately 

awarded –
despite being highest bidder.



 Few responses
 Specifications and winning contractor’s 

product/services identical
 Winning contractor helps draft specifications
 Narrow specification
 Unreasonable/unusual specification for 

item/services being procured
 New specification mirrors incumbent’s 

current scope of work

Red Flags:
Rigged Specifications



 Multiple awards to one supplier
 Close relationship between contracting 

personnel and bidders before and during 
bidding process

 Use of name and brand terms instead of 
generic terms to define request

 Vendors colluding on submission of bids

Red Flags:
Rigged Specifications



 No involvement: by potential 
bidders/applicants in drafting process

 Review: specification with an eye towards 
competition and inclusion

 Eliminate: brand specificity (where possible)

Things to Remember:
Rigged Specifications



{

Issues: 
Planning & Selection

Unbalanced Bidding



 City issues bid for computers and printers
 City employee discloses to preferred 

bidder, “not all computers require a 
printer.”

 Bidder bids low on printers and high on the 
PC’s, but still the lowest bidder
 Note: Bidders without the information bid 

high to include costs of ALL computers and 
printers plus profit

An Example:
Unbalanced Bidding



 May Indicate:
 Bidder’s non-compliance with other contract 

requirements (ex:  prevailing wages)
 A mistake, miscalculation, or 

misunderstanding of bid specifications - could 
lead to disqualification 

 Disclosure of confidential information 
 Could lead to excessive change orders or 

over-charging

Things to Remember:
Unbalanced Bidding
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Issues: 
Planning & Selection

Manipulation of Bids/Proposals



 Changes to bid after receipt
 Acceptance of late bids or awards to 

non-responsive bidder
 Qualified bidder is disqualified for 

questionable reasons

Red Flags:
Manipulation of Bids/Proposals



 Ensure:
 Stated submission requirements and 

eligibility criteria are followed
 Security of submitted bids and proposals

 Limit: Requests for additional 
information following deadline

Things to Remember:
Manipulation of Bids/Proposals
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Issues:  Payment

Mischarging Costs



 Costs billed greatly exceed estimates
 Duplicate billing for same products or 

services
 Proposed costs do not seem directly 

related to the contract or are not on 
contract at all

Red Flags:
Mischarging Costs



 Know:
 The rates established in your contract
 What are acceptable charges under contract 

and City’s standard Cost Principles and 
Guidelines

 Invoice:
 Compare against contract
 Don’t approve if service or good was defective, 

not delivered on-time or in a manner not 
acceptable to the City

 Consider restricting indirect costs 
 Clearly state in contract allowable vs. 

unallowable costs

Things to Remember:
Mischarging Costs
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Issues:  All Phases

False Statements and Claims



Ripped from the Headlines….

Nutter Administration 
Tightening Checks on City 

Construction Bidders

October 25, 2013 12:04 PM

“They (Hart’s firm) did not 
disclose that there was a prior 

conviction, that there were 
negative judgments, that there 

were outstanding liens, and that 
their company owed back taxes.”

In addition to misrepresenting 
prior experience, the contractor 
also submitted fraudulent bonds 

to the City.



 Inability/refusal to provide supporting 
documentation

 Discrepancies between reported facts, 
observed data, and:
 Documentation provided by contractor
 Inspection results (ex:  failed test)

 Submitted documents appear fraudulent or 
do not follow standard or requested form

Red Flags:
False Statements and Claims



 You are the best line of defense to 
catch false statements

Things to Remember:
False Statement and Claims
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Issues:  All Phases

Bribery & Kickbacks



{ {Bribery
 Offering, giving, 

receiving, or soliciting 
any thing of value to 
influence action as 
official or in discharge 
of legal public duty

Kickbacks
 Providing something 

of value in exchange 
for preferential 
treatment
 Negotiated bribery
 More cooperation 

involved by all 
parties

Bribery vs. Kickbacks



 City employees interested in award to 
particular contractor

 Overly friendly interaction between 
government employee and contractor

 Unexplained increase in wealth
 Contracting employee has undisclosed 

business

Red Flags:
Bribery & Kickbacks



 Contracting employee declines a promotion
 Maintaining excessively high inventory levels 

from a particular vendor
 Frequent use of particular vendor despite 

continual poor performance
 Excessive use of single vendor in competitive 

field

Red Flags:
Bribery & Kickbacks
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Spotlight On…

Pay-to-Play
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Issues:  All Phases

Conflicts of Interest



 Employees living beyond their means
 Close familial relationship between vendor 

and City employee
 Contracting employee has a side business 

that does business with City
 Close socialization and acceptance of gifts 

from vendors

Red Flags:
Conflicts of Interest



 Poor or incomplete performance, but 
contractor continues to receive payments, 
more contracts, etc.

 Employee steering contracts towards a 
company with which they are affiliated 
 Whether or not there is a financial interest

Red Flags:
Conflicts of Interest



 Same/affiliated companies 
performing production function 
and testing/evaluation functions

 Could pose problems although not 
outlawed under City rules

Things to Remember:
Conflicts of Interest
Contractors can have conflicts of interest too….



 Disclose and Disqualify:
 Employee’s responsibility to disclose 

conflict and disqualify him/herself from 
action

 Provide members of selection committee 
an opportunity to disclose conflicts prior 
to review process

Things to Remember:
Conflicts of Interest
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Issues:  All Phases

Post-Employment Restrictions



 City and State rules prohibit certain post-
employment activities with those who do 
business with or seek official action from 
the City

 State Law: One-year restriction
 City Law: Two-year and permanent 

restrictions

Post-Employment 
Restrictions & Contracting 

Well, thanks for the info… 
What does this have to do with contracting?



 Speaking with City contractors about 
future employment

 Former City employee representing a 
City contractor in front of the City

 Hiring a former City employee as a 
consultant 

Red Flags:
Post-Employment Restrictions
Some Examples….



 Seek Advice:
 From Ethics Board
 Restrictions depend on situation
 Could lead to fines and misdemeanor 

charge

Things to Remember:
Post-Employment Restrictions



{ Woo Hoo!

Break
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What Would You Do?

A Group Case Study



Break into five groups and read the case study 
provided to your group.  As a group, discuss 

the questions that follow the case study.  
Make sure to keep notes on your discussion –
you will be asked to report back to the entire 
group.  You will have 10 minutes to complete 

the case study. 

Instructions
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Recommendations

Some Tips to Prevent Bad Behavior



 Overlap responsibilities
 Checks and balances
 Know your contract
 Ask for originals and verify documents
 More than one person involved in 

selection decisions
 Disclose conflicts of interest
 Document everything

Recommendations



Don’t Ignore Your Gut.

But Most Importantly…..

SAY SOMETHING!



 Protects:
 City employees reporting wrongdoing/waste 

or participate in an investigation, court action, 
etc.

 Prohibits:
 Employer retaliation against whistleblower

 Good-faith Effort:
 By whistleblower to report wrongdoing/waste 

to appropriate authority (ex:  Inspector 
General)

PA Whistleblower Law:  
What You Should Know



 Issues rarely black and white
 Use the 6 o’clock news test
 Not knowing rules not an excuse – it’s your 

responsibility to get trained and ask 
questions

 Multiple avenues to report wrong-doing

Closing Points

WHEN IN DOUBT, ASK FOR ADVICE



{
Open Discussion

Questions?


